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Generic:
SL. Unit Code Module Title Nominal
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1. SICIP-ICT-ISS-01-O 20
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2. SICIP-ICT-1SS-02-0O Carry out PC Assembling 50
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3. SICIP-ICT-ISS-03-O 50
Systems and Application Software
Manage Network and Internet
4. SICIP-ICT-1SS-04-O 60
Connectivity
Maintain Data Backup and Recovery
5. SICIP-ICT-ISS-05-O 30
Systems
6. SICIP-ICT-1SS-06-0O Implement Cybersecurity Measures 30
Maintain and Troubleshoot Personal
7. SICIP-ICT-ISS-07-O 70
Computer & Laptop
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Module-1

Module: Interpreting IT Fundamentals of Support Services
Unit Code: SICIP-ICT-ISS-01-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module-1
Module Title: Interpreting IT Fundamentals of Support Services
Unit code: SICIP-ICT-ISS-01-O Nominal Hours: 20 hours

Module Description: This module covers the skills, knowledge and attitudes required to interpret
IT fundamentals of Support Services. It specifically includes the tasks of interpreting concepts of
IT support services, interpreting IT devices and infrastructure, interpreting troubleshooting
techniques in IT systems and interpreting customer support services in IT system.

Learning Outcomes: After completing of this module, the trainee will be able to;

1. Interpret concepts of IT support services

2. Interpret IT devices and infrastructure

3. Interpret Troubleshooting Techniques in IT Systems
4. Interpret customer support services in IT system

Assessment Criteria:

Basic concepts of IT support services are interpreted.

Different types of IT support services are recognized.

The roles and responsibilities of IT support personnel are identified.
Common IT support processes are interpreted.

IT devices are identified and interpreted.

Functions of IT infrastructure components are recognized.

Setup and configuration of IT devices are understood.

Relationship between different IT infrastructure components is interpreted.
9. Common issues affecting IT devices and infrastructure are identified.
10. Common IT system issues are identified.

11. Root causes of system issues are analyzed.

12. Standard troubleshooting techniques are interpreted.

13. Step-by-step problem-solving procedures are followed.

14. Preventive measures are recognized.

15. Customer queries and issues are identified.

16. Support procedures and protocols are interpreted.

17. Communication methods are understood.

18. Common challenges in customer support are recognized.
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Information Sheet-1.1

Learning Outcome- 1: Interpret concepts of IT support services

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

1.1
1.2
1.3
1.4

1.1

1.2

Basic concepts of IT support services

Different types of IT support services

The roles and responsibilities of IT support personnel.
Common IT support processes.

Basic concepts of IT support services

IT support services refer to the assistance provided to users for using computer systems,
software, networks, and related devices. The main objective of IT support is to ensure that
IT systems operate correctly and without interruption.

IT support covers different areas such as hardware support, software support, network
support, and user support. Hardware support deals with physical devices like computers,
printers, and peripherals. Software support focuses on operating systems, applications,
installation, and error fixing. Network support ensures internet and internal network
connectivity. User support helps users with login issues, basic system use, and guidance.

IT support services are usually delivered at different levels. Basic problems are handled at
the first level, while more technical or complex issues are escalated to higher support levels.
A ticketing system is commonly used in IT support to record problems, actions taken, and
solutions provided. Proper documentation helps track issues and improve service quality.

Overall, IT support services play an important role in maintaining smooth operations,
increasing productivity, and ensuring user satisfaction.

Different types of IT support services

Hardware support

Hardware support deals with physical IT equipment such as computers, monitors, printers,
keyboards, and cables. It includes installing devices, identifying faults, replacing damaged
parts, and ensuring hardware works properly.

Software support

Software support focuses on operating systems and application software. It includes

software installation, updates, configuration, error fixing, and helping users use software
correctly.
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1.3

1.4

Network support

Network support ensures proper connectivity between devices. It includes managing internet
access, Wi-Fi, LAN connections, troubleshooting network issues, and maintaining secure
and stable network operations.

The roles and responsibilities of IT support personnel.
Roles

IT support personnel install and set up computers, software, and related devices to ensure
proper operation. They troubleshoot hardware and software problems and take corrective
actions. They maintain and upgrade systems to keep them efficient and up to date. They
ensure regular data backup and recovery to prevent data loss. They monitor system
performance and security to avoid failures and threats. They also provide user support and
basic training to help users use IT systems correctly.

Responsibilities

IT support personnel respond to and resolve computer-related problems reported by users.
They install system updates, software patches, and antivirus programs. They replace or
repair faulty hardware when required. They maintain proper records of reported issues and
solutions. They protect computers and networks from malware, viruses, and unauthorized
access.

Common IT support processes.

IT support processes follow a clear and systematic approach to solve user problems
efficiently. The process usually starts when a user reports an issue through a helpdesk,
phone, email, or ticketing system.

The reported problem is then identified and analyzed to find the root cause. Based on the
issue, the support personnel apply an appropriate solution or escalate it to a higher support
level if needed.

After fixing the problem, the solution is tested to ensure the system is working properly. The
issue, actions taken, and final outcome are recorded for future reference.

Finally, feedback may be taken from the user to confirm satisfaction and improve the quality
of IT support services.
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Self-Check -1.1
Short Questions:

1. Question: What is IT support?
Answer:

2. Question: Why are IT support services important?
Answer:

3. Question: What are common types of IT support services?
Answer:

4. Question: What is helpdesk support?
Answer:

5. Question: What does remote IT support mean?
Answer:

6. Question: What is the main role of IT support personnel?
Answer:

7. Question: What is one responsibility of IT support staff?
Answer:

8. Question: What is an IT support process?
Answer:
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Answer Key -1.1

Short Questions with Answers:

1. Question: What is IT support?
Answer: |IT support is the service that helps users solve computer, software, and
network-related problems.

2. Question: Why are IT support services important?
Answer: They ensure systems run smoothly and reduce downtime for users and
organizations.

3. Question: What are common types of IT support services?
Answer: Helpdesk support, on-site support, remote support, and network support.

4. Question: What is helpdesk support?
Answer: It is the first point of contact that provides basic troubleshooting and user

assistance.

5. Question: What does remote IT support mean?
Answer: It refers to solving technical issues by accessing systems through the internet.

6. Question: What is the main role of IT support personnel?
Answer: To diagnose, fix, and prevent |IT-related problems.

7. Question: What is one responsibility of IT support staff?
Answer: Responding to user requests and resolving technical issues.

8. Question: What is an IT support process?
Answer: It is a structured method to handle, track, and resolve IT problems.
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Task Sheet- 1.1

Task Name: Demonstrate IT support services interpretation.

Instructions:

Read and understand the directions carefully:

= this practical demonstration is based on the performance criteria from all or some of the
units of competency in IT support service.

= this assessment activity will be used to measure your underpinning knowledge and skills

= you will have fifteen (15) minutes to familiarize yourself with the resources to be used

= you have one (1) hour to complete this demonstration.

Working Procedure:

Explain the Role of IT Support Services
= Describe the core responsibilities and significance of IT support in an organization.
Identify Key IT Support Tools and Equipment

= Recognize the essential tools for IT service management and troubleshooting (e.g.,
ServiceNow, Jira, diagnostic tools).

Understand ITIL Framework

= Explain the ITIL framework and its core processes, such as Incident Management,
Problem Management, and Change Management.

Apply Troubleshooting Procedures

= Demonstrate troubleshooting techniques for both hardware and software issues,
such as system diagnostics and issue escalation.

Simulate IT Support Scenarios

= Engage in role-playing scenarios to practice logging tickets, prioritizing issues, and
resolving problems through effective communication with users.

Specification Information:

= Collect required supplies, materials, tools and equipment for the job.
= Read the training materials carefully before starting.

= Visit (or virtually review) the main departments with a provided factory layout chart.

= Observe and note the primary activities performed in each department.

= Collect information on manpower, machinery, workflow, and document flow within
each department.

= Record the functions of each department in the Task Worksheet.

= Respect workplace discipline and do not disturb workers unnecessarily.

= Write the required information and put into the blank column.

= Submit the completed worksheet to the Trainer.

Resources Required:

e IT Service Management Software (e.g., ServiceNow,
Jira)

e Diagnostic Tools (ping tests, remote desktop, system

Tools: logs)

o Computers, network devices, printers for
troubleshooting practice

e Troubleshooting flowcharts and guides
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Information Sheet- 1.2

Learning Outcome-2: Interpret IT Devices and Infrastructure.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

2.1 IT devices.

2.2  IT infrastructure components.

2.3  Setup and configuration of IT devices.

2.4  Relationship between different IT infrastructure components.
2.5 Common issues affecting IT devices and infrastructure.

2.1 IT devices.
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A portable computer used for
personal and professional tasks.

Desktop

A fixed computer system used in
offices and labs for regular work.
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Tablet

A touch-screen device used for
browsing, communication, and basic
computing.

Smartphone

A mobile device used for calls,
internet access, apps, and
communication.

A device that connects networks and
directs data traffic between them.

Server AR
A powerful computer that provides i._ Internet |
services, data, and resources to other Cliants “~—"— L
computers. :

" o T
Router

Switch

A network device that connects
multiple devices within a local
network.
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Firewall

A security device that protects
networks from unauthorized access.

FIREWALL

INTERNAL
HETWORE

Printer

An output device used to produce
hard copies of documents.

Scanner

An input device used to convert
paper documents into digital format.

Storage Drive (HDD/SSD/NAS)

Devices used to store data, files, and
backups.

pits

HDD vs. SSD
for NAS
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Monitor

An output device that displays visual
information from a computer.

Keyboard

An input device used to type text and
commands.

Mouse

An input device used to point, click,
and navigate on the screen.

UPS (Power Backup)

A device that provides temporary
power during electricity failure to
protect systems.

IT Support Service
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2.2 IT infrastructure components

Servers

Servers are computers that provide
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Operating System (OS) & Software

The operating system and software
allow hardware to function and users to
perform tasks.
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Hardware

Virtualization / Containers

Virtualization and containers allow
multiple systems or applications to run
on a single physical server.

What is Server Virtualization?
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2.3  Setup and configuration of IT devices

Setup and configuration of IT devices involve preparing hardware and software so they are
ready for use. The process begins with installing and connecting devices such as
computers, printers, and network equipment.

Operating systems and required software are installed and configured based on user
needs. Basic settings such as user accounts, passwords, date, time, and language are set
correctly.

Network configurations are completed to ensure internet and local network access. Security
settings, including antivirus installation, system updates, and firewall configuration, are
applied.

Finally, the device is tested to confirm proper operation before handing it over to the user.
2.4 Relationship between different IT infrastructure components

IT infrastructure components work together as a connected system. End-user devices such
as PCs, laptops, and phones connect to the network to access servers, storage, and
applications.

Servers rely on storage systems to save data and applications. Network devices such as
switches and routers enable communication between endpoints, servers, and the internet,
while firewalls protect this communication.

Operating systems and software run on servers and endpoints to deliver services to users.
Backup and recovery systems protect data stored on servers and storage devices.

Security tools monitor and protect all components, and internet connectivity allows access
to external services and cloud platforms. When one component fails, it can affect the overall
IT system, showing how closely these components are related.

2.5 Common issues affecting IT devices and infrastructure.
IT devices and infrastructure often face issues that affect performance and availability.
Hardware problems such as faulty components, power failure, and overheating can cause
devices to stop working.
Software issues include system crashes, slow performance, software bugs, and outdated
applications. Network-related problems such as internet disconnection, slow network

speed, and misconfigured devices can interrupt services.

Security issues like viruses, malware, and unauthorized access can damage systems and
data. Storage problems, including full disks or data corruption, may lead to data loss.

Regular maintenance, updates, and monitoring help reduce these common IT issues.

16
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Self-Check -1.2
Short Questions:

1. Question: What are IT devices?
Answer:

2. Question: Give two examples of common IT devices.
Answer:

3. Question: What are IT infrastructure components?
Answer:

4. Question: Why is proper setup of IT devices important?
Answer:

5. Question: What does configuration of an IT device mean?
Answer:

6. Question: How are different IT infrastructure components related?
Answer:

7. Question: What is the role of a network in IT infrastructure?
Answer:

8. Question: Name one common issue affecting IT devices.
Answer:
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Answer Key -1.2

Short Questions with Answers:

1. Question: What are IT devices?
Answer: IT devices are hardware tools such as computers, printers, routers, and mobile
devices used for information processing.

2. Question: Give two examples of common IT devices.
Answer: Desktop computers and printers.

3. Question: What are IT infrastructure components?
Answer: They are the physical and logical elements that support IT services, such as
servers, networks, storage, and software.

4. Question: Why is proper setup of IT devices important?
Answer: Proper setup ensures devices work correctly, safely, and efficiently.

5. Question: What does configuration of an IT device mean?
Answer: Configuration means adjusting system settings, installing software, and
connecting the device to a network.

6. Question: How are different IT infrastructure components related?
Answer: They work together to share data, provide services, and support users.

7. Question: What is the role of a network in IT infrastructure?
Answer: A network connects IT devices and allows communication and data sharing.

8. Question: Name one common issue affecting IT devices.
Answer: Hardware failure or software malfunction.

18
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Job Sheet 1.2

Job Name: Demonstrate |IT Devices and Infrastructure.

Working Procedure/Steps:

1.

Explain IT Devices and Their Functions
Describe the various types of IT devices (e.g., computers, printers, network devices) and
their roles within an organization.

Identify IT Infrastructure Components
Recognize key components of IT infrastructure, such as servers, storage devices,
routers, and switches.

Understand the Interconnectivity of IT Devices
Explain how IT devices interact within the infrastructure to ensure smooth operations
(e.g., network communication, data flow).

Interpret Network Setup and Configuration
Demonstrate understanding of basic network setups, including LAN, WAN, and Wi-Fi
networks, and their configuration.

Analyze IT Infrastructure Performance
Assess the performance of IT infrastructure components and identify potential areas for

improvement (e.g., bandwidth usage, storage capacity).

Submit the completed sheet to the trainer for evaluation.

Tools and Materials:

Tools/Equipment:
o Computers, printers, routers, switches, servers, storage devices
o Network diagnostic tools (e.g., ping test, tracert)
o Configuration tools (e.g., network configuration software)
Materials:
o IT device manuals and specifications
o Networking and infrastructure setup guides

o Performance monitoring software

19
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Information Sheet-1.3

Learning Outcome-3: Interpret Troubleshooting Techniques in IT Systems.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

3.1

3.2 Root causes of system issues.

3.3 Standard troubleshooting techniques.

3.4 Step-by-step problem-solving procedures.
3.5 Preventive measures.

1.  Common IT system issues.

Common IT system issues.

Network Down

Check cables and power
Restart router or switch
Test network connection

Slow Internet

Check network usage
Restart modem/router
Test speed and connectivity

Server Crash

Check server status
Restart server services
Verify logs and errors

Power Outage

Switch to UPS power
Shut down systems safely
Restore power and restart

Hardware Failure

Identify faulty device
Check connections
Repair or replace hardware

Software Bug

Logi

Identify error message

Restart application

Update or reinstall software
n Issues

IT Support Service
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e Check username and password
e Reset password if needed
o Verify user permissions

Virus / Malware

e Run antivirus scan

¢ Remove infected files

o Update security software
Data Loss

o |dentify missing data

e Check backup availability

o Restore data from backup
Backup Fail

o Check backup settings

o Verify storage space

e Rerun backup process
Email Not Working

e Check internet connection

o Verify email settings

o Restart email service
Printer Jam / Offline

e Clear paper jam
e Check printer connection
e Restart printer

Storage Full

e Check disk usage

e Delete unnecessary files

e Add or expand storage
Update Fail

e Check internet connection
o Free disk space
o Retry update
Operating System / Application Crash

o Restart system or application

e Check system logs
o Update or repair OS/applications

IT Support Service
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2.

Root causes of system issues.

System issues often occur due to hardware wear and tear or faulty components that fail over
time. Power fluctuation or sudden power failure can interrupt system operations and damage
devices. Outdated or incompatible software may cause errors, crashes, or poor performance.

Incorrect system or network configuration can prevent proper communication between
devices. Virus, malware, or other security attacks can corrupt data and slow down systems.
Lack of regular system updates and security patches increases system vulnerability.

Insufficient storage space or memory can lead to slow performance and system failure.
Network congestion or poor connectivity can disrupt access to services and applications.

Human errors such as incorrect settings or accidental deletion of files can also cause system
problems. Improper backup management or backup failure may result in data loss and
difficulty in system recovery.

Standard troubleshooting techniques.

Standard troubleshooting techniques are used to identify and solve IT system problems in a
logical way. The process begins by clearly identifying the problem and understanding the
symptoms reported by the user.

Basic checks are performed first, such as verifying power supply, cable connections, and
network connectivity. Restarting the system or affected service is often done to resolve
temporary issues.

If the problem continues, hardware, software, or network components are tested to find the
cause. Known solutions, updates, or configuration changes are applied carefully. When the
issue cannot be resolved at the current level, it is escalated to higher technical support.

Step-by-step problem-solving procedures.

Problem-solving in IT support follows a clear and structured approach. First, the problem is
identified by collecting information from the user and observing system symptoms.

Next, the possible causes of the problem are analyzed. Basic checks such as power,
connections, and system status are performed. A suitable solution is then selected and
applied carefully.

After applying the solution, the system is tested to ensure the problem is resolved. If the

issue is fixed, normal operation is restored. If not, the problem is escalated to a higher support
level.

22
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5. Preventive measures.

Preventive measures are actions taken to reduce the risk of IT system problems before they
occur. Regular maintenance of hardware helps prevent failures and extends device life.

Keeping operating systems, software, and security patches up to date reduces bugs and
security risks. Installing and updating antivirus and firewall systems protect devices from
malware and unauthorized access.

Regular data backup ensures information can be recovered in case of failure or data loss.
Monitoring system performance and storage helps identify issues early.

23
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Short Questions:

1. Question:

Answer:

2. Question:

Answer:

3. Question:

Answer:

4. Question:

Answer:

5. Question:

Answer:

6. Question:

Answer:

7. Question:

Answer:

8. Question:

Answer:

9. Question:

Answer:

IT Support Service

Self-Check - 1.3

What are common IT system issues?

What is a root cause of an IT system issue?

Name one common root cause of system issues.

What is troubleshooting in IT support?

Name one standard troubleshooting technique.

Why is a step-by-step problem-solving procedure important?

What is the first step in problem-solving?

What are preventive measures in IT systems?

Give one example of a preventive measure.
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Answer Key — 1.3

Short Questions with Answers:

1. Question: What are common IT system issues?
Answer: Common issues include system crashes, slow performance, software errors,
and network connectivity problems.

2. Question: What is a root cause of an IT system issue?
Answer: A root cause is the main reason why a system problem occurs.

3. Question: Name one common root cause of system issues.
Answer: Hardware failure, outdated software, or incorrect configuration.

4. Question: What is troubleshooting in IT support?
Answer: Troubleshooting is the process of identifying and fixing system problems.

5. Question: Name one standard troubleshooting technique.
Answer: Checking error messages or restarting the system.

6. Question: Why is a step-by-step problem-solving procedure important?
Answer: It helps identify issues systematically and avoids missing important steps.

7. Question: What is the first step in problem-solving?
Answer: Identifying and defining the problem clearly.

8. Question: What are preventive measures in IT systems?
Answer: Actions taken to prevent problems before they occur.

9. Question: Give one example of a preventive measure.
Answer: Regular system updates and maintenance.
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Information Sheet- 1.4

Learning Outcome-4: Interpret Customer Support Services in IT System.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

41 Customer queries and issues.

4.2 Support procedures and protocols.

4.3 Communication methods.

4.4 Common challenges in customer support.

4.1 Customer queries and issues.
Customer queries are questions or requests made by users when they need help with IT
systems, devices, or services. These queries may be related to hardware, software, network,
or user access problems.
Customer issues refer to technical problems that prevent users from working properly.
Common issues include system errors, slow performance, login problems, connectivity
failure, and application crashes.
Customer support services receive queries through different channels such as phone calls,
email, helpdesk systems, or online chat. Each query or issue is recorded to ensure proper
tracking and resolution.
Understanding customer queries helps IT support personnel identify the problem quickly and
provide the correct solution. Proper handling of customer issues improves service quality,
reduces downtime, and increases user satisfaction.

4.2 Support procedures and protocols.

Support procedures and protocols are standard methods followed by IT support personnel
to handle customer queries and system issues in a consistent and secure way.

Remote support is provided using phone, email, or remote access tools to solve problems
without visiting the user’s location. On-site support is required when issues cannot be fixed
remotely, especially hardware-related problems.

Troubleshooting steps are followed systematically to identify, analyze, and fix problems. If
an issue cannot be resolved at the current level, it is moved to higher technical staff through
escalation.

Password reset and user account setup are performed according to security rules to ensure

authorized access. Software installation and updates are carried out to keep systems
functional and secure.

26
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4.3

4.4

Hardware replacement is done when devices are faulty or damaged. Backup checking and
data restoration ensure data safety and recovery. Patch updates are applied to fix bugs and
security weaknesses.

Communication methods.

Communication methods are used by IT support personnel to interact with users clearly and
effectively. Verbal communication involves speaking directly with users to understand
problems and explain solutions. Written communication is used to provide clear instructions,
reports, and documentation.

Visual communication includes diagrams, screenshots, or demonstrations to help users
understand technical steps. Phone communication allows quick interaction and immediate
problem clarification.

Email communication is used for formal support requests, updates, and instructions. Chat
communication provides real-time text-based support for quick queries and simple issues.

Common challenges in customer support.

Customer support in IT services faces several common challenges during daily operations.
Users often describe problems unclearly, which makes it difficult to identify the real issue
quickly. Differences in technical knowledge between support staff and users can also create
communication gaps.

A high volume of support requests can increase response time and workload pressure. Some
problems are complex and require escalation to higher-level support, which may delay
solutions.

Handling frustrated or impatient users is another challenge in customer support. Incomplete

information, lack of proper documentation, and limited time to resolve issues can further
affect the quality and effectiveness of IT support services.

27
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Self-Check — 1.4
Short Questions:

1. Question: What are customer queries in IT support?
Answer:

2. Question: What are customer issues?
Answer:

3. Question: What are support procedures and protocols?
Answer:

4. Question: Why are support procedures important?
Answer:

5. Question: What are common communication methods in customer support?
Answer:

6. Question: Why is clear communication important in customer support?
Answer:

7. Question: What is one common challenge in customer support?
Answer:

8. Question: How can customer support challenges be reduced?
Answer:

28
IT Support Service



Answer Key - 1.4

Short Questions with Answers:

1. Question: What are customer queries in IT support?
Answer: Customer queries are questions or requests from users about IT services or
problems.

2. Question: What are customer issues?

Answer: Customer issues are technical problems faced by users while using IT systems

or devices.

3. Question: What are support procedures and protocols?
Answer: They are standard steps and rules followed to handle customer queries and
issues.

4. Question: Why are support procedures important?
Answer: They ensure consistent, efficient, and professional customer support.

5. Question: What are common communication methods in customer support?
Answer: Phone calls, emails, chat, and face-to-face communication.

6. Question: Why is clear communication important in customer support?
Answer: It helps understand the issue correctly and builds customer trust.

7. Question: What is one common challenge in customer support?
Answer: Dealing with frustrated or non-technical customers.

8. Question: How can customer support challenges be reduced?
Answer: By following protocols, communicating clearly, and responding promptly.

IT Support Service
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Job Sheet 1.4
Job Name: Deliver Effective IT Customer Support Services.
Working Procedure / Steps
1. Understand the Role of Customer Support in IT Systems

o Explain the importance of customer support in IT systems and how it impacts user
satisfaction and business operations.
2. ldentify Customer Support Channels
o Recognize different channels for customer support (e.g., helpdesk, email, live
chat, phone support, self-service portals).
3. Respond to Customer Inquiries
o Demonstrate effective communication skills when responding to customer
inquiries, including active listening and clear, concise explanations.
4. Troubleshoot Customer Issues
o Apply troubleshooting techniques to resolve customer-reported IT issues,
following a structured approach.
5. Provide Timely Solutions and Updates
o Ensure prompt resolution of issues, keeping the customer informed of progress
and providing updates as necessary.
6. Document Support Cases
o Record customer interactions, including the nature of the issue, steps taken to
resolve it, and any follow-up actions required.
7. Follow Up on Open Cases
o Monitor unresolved issues, providing necessary follow-up and ensuring customer

satisfaction.

Tools and Materials:
e Tools/Equipment:

IT Support Management Software (e.g., ServiceNow, Zendesk)
Communication tools (e.g., email, chat software, phone systems)
Remote troubleshooting tools (e.g., remote desktop, diagnostic tools)
Knowledge Base or FAQ resources for common issues

O O O O

o Materials:

o Customer support manuals and documentation
o IT troubleshooting guides and flowcharts
o Case study examples for customer support scenarios
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Module-2

Module: Carry Out PC Assembling
Unit Code: SICIP-ICT-ISS-02-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance

IT Support Service
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Module-2

Module Title: Carry Out PC Assembling.

Unit code: SICIP-ICT-ISS-02-O Nominal Hours: 50 hours

Module Description: This module covers the skills, knowledge & attitudes required to carry out
PC assembling. It specifically includes the task of preparing for assemble, disassembling hardware
components of system unit, assembling hardware components, modifying BIOS setting and storing
and clean tools and equipment.

Learning Outcomes: After completing of this module, the trainee will be able to;

abrowd -~

Prepare for assemble

Disassemble hardware components of system unit
Assemble hardware components

Modify BIOS setting

Store and clean tools and equipment

Assessment Criteria:

©NOOAWN=

13.
14.
15.
16.
17.

18.
19.

20.
21.

22.
23.

24.

25.

Personal Protective Equipment (PPE) is collected and used.

Work area is prepared, ensuring it is clean, organized, and free from static.

All necessary tools and equipment are gathered.

All PC components are identified and checked.

Anti-static precautions are applied to prevent component damage.

Component specifications are reviewed.

System unit is powered off and disconnected from all power sources.

External components are removed to provide clear access to the system unit.

Casing of the system unit is opened carefully to avoid damage to internal components.

. Internal hardware components are removed following proper procedures.
. Components are handled using anti-static precautions.
. Disassembled components are organized and stored safely for future assembly or

maintenance.

Internal hardware components are installed in the system unit following proper procedures.
All components are aligned and secured ensuring stability and proper fit.

Connections are properly attached according to component specifications.

Anti-static precautions are applied throughout the assembly process.

Assembled system unit is checked to ensure that all components are correctly installed and
ready for testing.

System is powered on and accessed to enter the BIOS setup utility safely.

Existing BIOS settings are reviewed to understand current configurations for the system
hardware.

Required BIOS settings are modified according to the hardware specifications.

Changes are saved and confirmed, ensuring that the system recognizes the updated
configurations.

System is restarted and monitored to verify the BIOS modifications are done.

Tools and equipment are cleaned after use to remove dust, dirt, and residues from
components and surfaces.

All tools are inspected for damage or wear, and any faulty tools are set aside for repair or
replacement.

Tools and equipment are organized and stored in designated storage areas.
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Information Sheet 2.1
Learning Outcome-1: Prepare for assemble

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

1.1 Personal Protective Equipment (PPE).
1.2 Necessary tools and equipment.

1.3 PC components.

1.4 Anti-static precautions.

1.5 Component specifications.

1.1 Personal Protective Equipment (PPE).

Personal Protective Equipment (PPE) is used in IT support work to ensure safety of
personnel and equipment during maintenance and troubleshooting tasks.

Apron

Protects clothing and the body from dust,
dirt, and minor spills during work.

Mask

Prevents inhalation of dust and fine
particles while cleaning or working in IT
environments.
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Anti-static mat

Prevents damage to electronic

components by controlling static electricity.

Anti-static shoes

Reduce static electricity buildup and
protect sensitive IT equipment.

Safety hand gloves

Protect hands from cuts, electric shock,
and direct contact with components.

ST
Safety goggles --::L -
Protect eyes from dust, sparks, and small { (g R o
particles during hardware work. -y ,.'/';

e
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1.2 Necessary tools and equipment.

Necessary tools and equipment are required to perform IT support and maintenance tasks
safely and effectively.

i I |

o l R ;U|

PC Assembler’s Tool Box *“n 2 l ‘
| il

Contains essential tools such as Bl o | EEERR
screwdrivers, pliers, and cutters for : f
assembling and repairing computers.

ESD Tools

Used to protect electronic components
from electrostatic discharge during
handling and repair.

AVO Meter

Measures voltage, current, and resistance
to check electrical and power-related
issues.
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Power Extension Cord with Multiple N
Power Sockets “

Provides power to multiple devices during
setup, testing, and maintenance work.

Blower Gun

Used to remove dust and dirt from
computer components and devices.

Hand Brush

Helps clean delicate parts and surfaces
without causing damage.

1.3 PC components.

A personal computer is made up of several internal and external components that work
together to perform tasks. Each component has a specific function.

The central processing unit (CPU) is the main processing unit that performs calculations and
controls system operations. The motherboard connects all components and allows them to
communicate with each other.

Random Access Memory (RAM) temporarily stores data and programs that are currently in
use, helping the system run faster. Storage devices such as hard disk drives (HDD) or solid-
state drives (SSD) store the operating system, software, and user data.

36
IT Support Service



1.4

1.5

The power supply unit (PSU) provides electrical power to all components. Input devices like
keyboard and mouse allow users to interact with the computer, while output devices such as
monitor display information to the user.

Anti-static precautions.

Anti-static precautions are important to protect sensitive computer components from damage
caused by static electricity. Static discharge can harm electronic parts even if it cannot be
seen.

Using an anti-static wrist strap and mat helps safely control static electricity during work.
Touching a grounded metal object before handling components reduces the risk of static
discharge.

Computer parts should be handled carefully by the edges and kept in anti-static bags when
not in use. Devices must be unplugged before opening, and working on carpets should be
avoided.

Maintaining moderate humidity in the work area helps minimize static buildup and protects
IT equipment.

Component specifications.

Component specifications describe the technical details and capabilities of computer
hardware parts. These specifications help in selecting compatible components and ensuring
proper system performance.

Specifications include processor speed and core count, memory size and type, and storage
capacity and interface. Motherboard specifications define supported processors, memory

slots, and expansion options.

Power supply ratings specify voltage and wattage requirements for components. Input and
output device specifications describe size, resolution, and connection types.

Understanding component specifications is essential for proper installation, upgrade, and
maintenance of computer systems.
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Self-check- 2.1

Short Questions:

1. Question:

Answer:

2. Question:

Answer:

3. Question:

Answer:

4. Question:

Answer:

5. Question:

Answer:

6. Question:

Answer:

7. Question:

Answer:

8. Question:

Answer:

9. Question:

Answer:

IT Support Service

What is Personal Protective Equipment (PPE)?

Give one example of PPE used in IT work.

Why are tools and equipment necessary in PC work?

Name one common tool used in PC maintenance.

What are PC components?

Name one internal PC component.

What are anti-static precautions?

Why are anti-static precautions important?

What are component specifications?
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Answer key - 2.1

Short Questions with Answers:

1. Question: What is Personal Protective Equipment (PPE)?
Answer: PPE refers to safety equipment used to protect a person from injury during
work.

2. Question: Give one example of PPE used in IT work.
Answer: Safety gloves or safety goggles.

3. Question: Why are tools and equipment necessary in PC work?
Answer: They help assemble, repair, and maintain computer components safely and
correctly.

4. Question: Name one common tool used in PC maintenance.
Answer: Screwdriver.

5. Question: What are PC components?
Answer: PC components are the internal and external hardware parts of a computer
system.

6. Question: Name one internal PC component.
Answer: Motherboard or RAM.

7. Question: What are anti-static precautions?
Answer: Measures taken to prevent damage to components from static electricity.

8. Question: Why are anti-static precautions important?
Answer: Static electricity can damage sensitive electronic components.

9. Question: What are component specifications?
Answer: Technical details that describe the performance, capacity, and compatibility of a
component.
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Job sheet- 2.1

Job Name: Preparing for PC Assembly Setup
Working Procedure / Steps

1. Understand Personal Protective Equipment (PPE)

o Identify the PPE required to ensure safety during the assembly process (e.g., anti-
static wristbands, gloves, safety glasses).

o Explain the importance of using PPE to prevent injury and damage to
components.

2. Identify Necessary Tools and Equipment

o List the tools and equipment needed for assembly (e.g., screwdrivers, pliers,
thermal paste, screws, cable ties).
o Understand the purpose of each tool in the assembly process.

3. Familiarize with PC Components

o ldentify key components involved in PC assembly (e.g., motherboard, CPU, RAM,
hard drive, power supply, GPU).
o Understand how each component interacts within the system.

4. Apply Anti-Static Precautions

o Demonstrate the importance of anti-static precautions (e.g., using an anti-static
wristband, grounding yourself before handling components).

o Explain how static electricity can damage sensitive computer components and the
methods used to avoid it.

5. Interpret Component Specifications

o Understand the specifications of each component (e.g., motherboard size, CPU
socket type, RAM capacity).
o Ensure compatibility of components to avoid issues during assembly.

Tools and Materials:

e Tools/Equipment:
o Screwdrivers (e.g., Phillips-head, flat-head)
o Anti-static wristband and mat
o Pliers, thermal paste, screws, cable ties
o Power supply tester, jumper cables for motherboard setup
e Materials:
o PC component manuals for specifications and installation instructions
o Component packaging for proper identification
o Safety and assembly guidelines for reference
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Information sheet-2.2
Learning outcome 2: Disassemble hardware components of system unit.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

2.1 System unit.
2.2 External components.
2.3 Internal hardware components.

2.1 System unit.

The system unit is the main part of a computer that contains the core hardware components
responsible for processing and control. All internal components are housed inside the system
unit case.

Motherboard

The main circuit board that connects
and supports all computer
components.

CPU (Central Processing Unit)

Installed on the motherboard to
process instructions and control
system operations.

RAM (Random Access Memory)

Installed on the motherboard to
temporarily store data and running
programs.
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Power Supply Unit (PSU)

Supplies electrical power to the
motherboard and all internal
components.

Storage

Stores the operating system,
software, and user data (HDD or
SSD).

GPU (Graphics Processing Unit)

Handles graphics and visual output
for display devices.

Cooling System

Uses fans or heat sinks to control
heat and protect components.

Expansion Cards
Added to provide extra functions such
as sound, network, or graphics.
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42



Ports & Connectors

Allow external devices like keyboard,
mouse, monitor, and USB devices to
connect.

All Types of Computer Ports

[Twani oiseeay |
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2.2 External components.

External components are devices connected to the computer from outside to support input,

output, storage, and communication.

Monitor

Displays visual output from the
computer.

Keyboard

Used to type text and input
commands.

Mouse

Used for pointing, clicking, and
navigation.

Printer / Scanner

Prints documents and scans paper
into digital format.
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Speakers / Headphones

Provide sound output for audio and
media.

External Drives (HDD / SSD / USB)

Used to store and transfer data.

Webcam

Captures video for online meetings
and communication.

Microphone

Captures voice input for calls and
recordings.

Docking Station / USB Hub

Expands ports and connectivity
options.

IT Support Service
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e

Network Devices :
e

Connect the computer to the internet <:,»i- 7L déb

Wernions ADGL Rousw

or local network.

The bviseret

Internal hardware components.

Internal hardware components are parts located inside the computer system unit and are

essential for its operation.

Motherboard

The main circuit board that connects and
controls all internal components.

Processor (CPU)

Processes instructions and manages
system operations.

RAM

Temporarily stores data and running
programs for fast access.
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Storage (HDD / SSD)

Stores the operating system, software, and
user data.

Solid State Dnve Hard Disk Drive

GPU

Processes graphics and visual output.

Power Supply Unit (PSU)

Supplies electrical power to all internal
components.

Cooling System

Controls temperature using fans or heat
sinks.
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Expansion Cards (Sound Card, Network
Card, etc.)

Add extra functions and connectivity.

Cables & Connectors

Provide power and data links between
components.

IT Support Service
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Self-check - 2.2

Short Questions:

1. Question:

Answer:

2. Question:

Answer:

3. Question:

Answer:

4. Question:

Answer:

5. Question:

Answer:

6. Question:

Answer:

7. Question:

Answer:

8. Question:

Answer:

IT Support Service

What is a system unit?

What is the main function of the system unit?

What are external components?

Name one external computer component.

What are internal hardware components?

Name one internal hardware component.

How are internal and external components related?

Why is it important to identify computer components correctly?
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Answer Key -2.2

Short Questions with Answers:

1. Question: What is a system unit?
Answer: The system unit is the main computer case that contains the core internal
components.

2. Question: What is the main function of the system unit?
Answer: It processes data and controls the operation of the computer.

3. Question: What are external components?
Answer: External components are devices connected to the computer from outside.

4. Question: Name one external computer component.
Answer: Keyboard or mouse.

5. Question: What are internal hardware components?
Answer: Internal hardware components are parts installed inside the system unit.

6. Question: Name one internal hardware component.
Answer: CPU, RAM, or hard disk.

7. Question: How are internal and external components related?
Answer: Internal components process data, while external components allow user input
and output.

8. Question: Why is it important to identify computer components correctly?
Answer: Correct identification helps in proper installation, maintenance, and
troubleshooting.
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Job Sheet- 2.2

Job Name: Disassemble System Unit Hardware
Working Procedure:

1. Understand System Unit
o Explain the purpose and function of a system unit in a computer setup.
o Recognize the overall structure of the system unit, including its external and
internal components.
2. Identify External Components
o List and describe the external components of the system unit (e.g., power button,
external ports, cooling vents).
o Understand how these components are connected to the internal hardware.
3. Disassemble External Hardware Components
o Safely detach external hardware devices connected to the system unit (e.g.,
keyboard, mouse, external drives).
o Use appropriate tools to disconnect cables and devices without causing damage.
4. Identify Internal Hardware Components
o List the internal components of the system unit (e.g., motherboard, CPU, RAM,
hard drive, power supply, cooling fan).
o Understand the function of each component and how they interact with one
another within the system unit.
5. Disassemble Internal Hardware Components
o Use appropriate tools to carefully remove internal components from the system
unit, starting with non-sensitive items (e.g., cables) before removing more delicate
components (e.g., motherboard, CPU).
o Follow proper procedures to avoid damaging sensitive parts such as the CPU and
RAM.
6. Handle Components with Care
o Demonstrate best practices in handling sensitive components (e.g., using anti-
static wristbands, avoiding contact with exposed circuits).
o Properly store disassembled parts to avoid damage or loss.

Tools and Materials:
¢ Tools/Equipment:

Screwdrivers (e.g., Phillips-head, flat-head)

Anti-static wristband and mat

Pliers or cable cutters

Plastic pry tools for disassembling components without causing damage

O O O O

o Materials:

o System unit manuals for identification of internal and external components
o Component-specific guides for proper disassembly instructions
o Storage containers for keeping screws and small components organized
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Information Sheet - 2.3

Learning outcome -3: Assemble Hardware Components

Learning objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

3.1 Installing Procedure of Hardware Components.

3.2 Checking procedure of assembled system unit.

3.1 Installing Procedure of Hardware Components.
The hardware installation process begins by ensuring safety. The computer is first powered
off and unplugged from the power source to prevent electrical hazards.
Next, anti-static precautions are taken by wearing an anti-static wrist strap or safely
discharging static electricity. The system unit case is then opened carefully to allow access
to internal components.
In the next stage, the motherboard is installed and firmly secured inside the case. The
processor is properly placed into the motherboard socket, thermal paste is applied, and the
cooling system is attached to manage heat.
After that, RAM modules are inserted into the correct memory slots. Storage devices such
as HDD or SSD are installed and secured. The graphics card and other expansion cards are
then placed into their respective expansion slots.
Finally, power and data cables are connected to all components, and the power supply unit
is installed and connected. Once installation is complete, the case is closed, external devices
are connected, and the system is powered on to confirm proper operation.

3.2 Checking procedure of assembled system unit.

After assembling the system unit, a proper checking procedure is followed to ensure correct
installation and safe operation. First, all internal components and cables are visually checked
to confirm they are firmly connected and properly placed.

The system unit case is then closed, and external devices such as the monitor, keyboard,
mouse, and power cable are connected. The power supply switch is turned on and the

system is powered up.

The system startup process is observed to ensure there are no unusual sounds, error
messages, or warning lights. The display is checked to confirm the system boots correctly.

Finally, basic system functions such as keyboard, mouse, storage detection, and cooling fan
operation are verified to ensure the assembled system unit is working properly.
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Self-check- 2.3

Short Questions:

1. Question: What is the installing procedure of hardware components?
Answer:

2. Question: Why is it important to follow proper installation procedures?
Answer:

3. Question: Name one step before installing hardware components.
Answer:

4. Question: What should be checked after installing hardware components?
Answer:

5. Question: What is the purpose of checking an assembled system unit?
Answer:

6. Question: Name one method used to check an assembled system unit.
Answer:

7. Question: Why is a power-on test important?
Answer:

8. Question: What action should be taken if a problem is found during checking?
Answer:
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Answer Key -2.3

Short Questions with Answers:

1. Question: What is the installing procedure of hardware components?
Answer: It is the step-by-step method of fitting hardware parts into the system unit
correctly.

2. Question: Why is it important to follow proper installation procedures?
Answer: Proper procedures prevent damage and ensure correct system operation.

3. Question: Name one step before installing hardware components.
Answer: Power off the system and disconnect the power supply.

4. Question: What should be checked after installing hardware components?
Answer: Proper connections and secure fitting of components.

5. Question: What is the purpose of checking an assembled system unit?
Answer: To ensure all components are installed correctly and function properly.

6. Question: Name one method used to check an assembled system unit.
Answer: Power-on test or BIOS check.

7. Question: Why is a power-on test important?
Answer: It confirms that the system starts and components are detected.

8. Question: What action should be taken if a problem is found during checking?
Answer: |dentify the issue and correct the installation or connections.
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Job Sheet- 2.3

Job Name: Assemble and Test System Unit Hardware.
Working Procedure/Steps:
1. Understand the Installing Procedure of Hardware Components

o ldentify each hardware component to be installed in the system unit (e.g.,
motherboard, CPU, RAM, storage drives, power supply, GPU).
o Explain the importance of correct placement for each component (e.g., CPU in the
CPU socket, RAM in the motherboard RAM slots).
2. Install the Motherboard

o Begin by installing the motherboard into the system unit case.
o Ensure that the motherboard aligns with mounting holes and is securely fastened
using screws.
3. Install the CPU

o Properly insert the CPU into the motherboard socket, ensuring the orientation is
correct.
o Apply thermal paste on the CPU if required and attach the CPU cooler.
4. Install RAM

o Insert the RAM sticks into the appropriate memory slots on the motherboard,
ensuring they click into place.
5. Install Storage Devices (HDD/SSD)

o Mount the hard drive or solid-state drive into the system unit and connect it to the
motherboard using appropriate cables (SATA for most drives).
o Secure the drive-in place with screws or brackets.
6. Install Power Supply

o Mount the power supply unit (PSU) into the case, ensuring the fan is facing the
correct direction for airflow.
o Connect the necessary power cables from the PSU to the motherboard, CPU,
storage devices, and GPU.
7. Install Graphics Card (GPU)

o Insert the graphics card into the appropriate PCle slot on the motherboard.
o Secure the card with screws and connect any required power cables from the
PSU.
8. Install Additional Components

o If applicable, install other internal components such as optical drives, sound cards,
or additional cooling fans.
o Ensure all components are connected correctly and securely.
9. Check Connections and Cables

o Double-check all power and data connections, ensuring that cables are neatly
arranged and not obstructing airflow.
10. Perform the Checking Procedure of Assembled System Unit

o Power on the system and verify that all components are working properly (e.g.,
CPU fan, system fans, hard drive, GPU).
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o Check the system’s display output, ensuring the monitor is receiving a signal from

the GPU.

o Run BIOS/UEFI to check if all installed components are recognized correctly (e.g.,

RAM, storage devices).
o Perform a system POST (Power-On Self-Test) to confirm there are no hardware
issues.

Tools and Materials:
e Tools/Equipment:

Screwdrivers (Phillips-head, flat-head)

Anti-static wristband and mat

Thermal paste (if required)

Cabile ties or Velcro straps for cable management
Pliers (for cable management)

Component manuals for installation references

O O O O O O

o Materials:

o System unit case with mounting points
Motherboard, CPU, RAM, GPU, storage devices, power supply
o Power and data cables (SATA, PCle, 24-pin ATX connector, etc.)
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Information sheet-2.4

Learning outcome -4: Modify BIOS Setting.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

4.1 BIOS settings.

4.2 Hardware specifications

4.3 BIOS modifications.

4.1 BIOS settings.
BIOS settings control the basic hardware operation of a computer system. BIOS is
responsible for starting the system and preparing hardware before the operating system
loads.
Through BIOS settings, users can check and configure system date and time, boot order,
and hardware detection such as CPU, RAM, and storage devices. BIOS also allows enabling
or disabling hardware components.
Security options like BIOS passwords can be set to protect the system from unauthorized
access. Proper BIOS configuration ensures stable system performance and correct startup
of the operating system.

4.2 Hardware specifications

Hardware specifications describe the technical features and capacity of computer
components. These specifications help determine system performance, compatibility, and
suitability for specific tasks.

Hardware specifications include details such as processor type and speed, number of cores,
and generation. Memory specifications define RAM size, type, and speed. Storage
specifications indicate capacity, type (HDD or SSD), and interface.

Graphics specifications describe GPU type and memory, while power specifications define
PSU wattage and efficiency. Other specifications include ports, expansion slots, and cooling

requirements.

Understanding hardware specifications is important for system installation, upgrade,
troubleshooting, and ensuring reliable IT support services.
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4.3 BIOS modifications.

BIOS modifications refer to changing basic system settings to control how hardware operates
during startup. These changes are made to ensure proper system performance and
compatibility.

Common BIOS modifications include setting the correct date and time, changing the boot
order, and enabling or disabling hardware components. BIOS settings may also be adjusted
to support new hardware such as storage devices or memory.

Security-related modifications like setting a BIOS password help protect the system from
unauthorized access. BIOS changes must be done carefully, as incorrect settings can affect
system startup and stability.
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Self -Check -2.4

Short Questions:

1. Question: What is BIOS?
Answer:

2. Question: Why are BIOS settings important?
Answer:

3. Question: What can be configured in BIOS settings?
Answer:

4. Question: What are hardware specifications?
Answer:

5. Question: Where can hardware specifications be checked in a computer?
Answer:

6. Question: What is a BIOS modification?
Answer:

7. Question: Why should BIOS modifications be done carefully?
Answer:

8. Question: Give one example of a BIOS modification.
Answer:
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Answer Key- 2.4

Short Questions with Answers:

1.

Question: What is BIOS?
Answer: BIOS is firmware that initializes and controls basic hardware functions during
system startup.

Question: Why are BIOS settings important?
Answer: BIOS settings control hardware configuration and system startup behavior.

Question: What can be configured in BIOS settings?
Answer: Boot order, system date and time, and hardware enable or disable options.

Question: What are hardware specifications?
Answer: Hardware specifications describe the technical details and performance of
system components.

Question: Where can hardware specifications be checked in a computer?
Answer: In BIOS, operating system system information, or manufacturer
documentation.

Question: What is a BIOS modification?
Answer: Changing BIOS settings to adjust hardware behavior or system performance

Question: Why should BIOS modifications be done carefully?
Answer: Incorrect changes can cause system malfunction or boot failure.

Question: Give one example of a BIOS modification.
Answer: Changing the boot sequence or enabling virtualization.

IT Support Service

59



Job Sheet -2.4
Job Name: Configure BIOS Settings.
Working Procedure/Steps:
1. Understand BIOS Settings

o Define the purpose of BIOS and its role in system configuration.
o Identify common BIOS settings such as boot order, system time, CPU
configuration, and power management options.
2. Check Hardware Specifications

o Access the BIOS to view hardware specifications such as CPU, RAM, storage
devices, and peripherals.
o Learn how BIOS displays hardware information and how to interpret it.
3. Modify BIOS Settings

Navigate through the BIOS setup menu and locate specific settings to modify.
Modify settings such as boot sequence (e.g., setting boot from USB, DVD),
enabling/disabling hardware components, and adjusting system time.
o Save BIOS modifications and ensure changes are applied during system boot.
4. Optimize System Settings

o Adjust BIOS settings to optimize system performance (e.g., enabling virtualization,
adjusting fan speeds, overclocking settings if applicable).
o Set up secure boot and password protection if necessary to enhance system
security.
5. Restore Default BIOS Settings

o Learn how to reset BIOS settings to factory defaults in case of misconfiguration.
Understand the importance of restoring default settings when troubleshooting
hardware issues.

6. Exit BIOS and Save Changes

o Save modifications and exit the BIOS setup properly to ensure changes are stored
and implemented.
o Verify that the system reboots and the changes take effect.

Tools and Materials:
e Tools/Equipment:

o Computer with BIOS access (usually accessed by pressing a key like F2, F10, or
DEL during boot).
o Keyboard for navigation in BIOS setup.
o Materials:

o BIOS setup manuals for specific motherboard models.
o Hardware specifications and configuration guidelines (e.g., CPU, RAM, and
storage devices).
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Module-3

Module: Installing and Configuring Operating Systems and
Application Software

Unit Code: SICIP-ICT-ISS-03-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module-3

Module Title: Install And Configure Operating Systems and Application Software.

Unit Code: SICIP-ICT-ISS-3-O Nominal Hours: 50 hrs.

Module Descriptions: This module covers the skills, knowledge and attitudes required to Install
and Configure Operating Systems and Application Software. It specifically includes the tasks of.

Learning Outcome:

aorwDd=

Install operating system (OS).

Install required driver.

Install application and utility software.
Optimize system performance.
Update software and utilities.

Assessment Criteria:

wWN -~
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11.

12.
13.

14.
15.
16.
17.
18.
19.
20.

21.
22.
23.

24.

System hardware is prepared and checked.

Installation media for the operating system is selected and loaded onto the system.
Operating system is installed according to the manufacturer’'s guidelines and installation
procedures.

Partitioning and formatting of storage devices are performed.

Post-installation configurations are applied.

Required drivers are identified based on the operating system and connected hardware
components.

Driver installation files are obtained from official or verified sources to ensure authenticity
and compatibility.

Drivers are installed following the manufacturer’s guidelines and installation procedures.
Installed drivers are configured.

. Functionality of the hardware components is tested after driver installation to confirm proper

operation.

Required application software and utility software are identified based on the system and
user requirements.

Software installation files are obtained from trusted and verified sources.

Software is installed according to the manufacturer's guidelines and installation
procedures.

Post-installation configurations are applied.

Functionality of the installed software is tested.

System performance is assessed by monitoring key parameters.

Unnecessary applications and services are disabled or removed.

System updates and patches are applied.

Storage and memory are managed to enhance system speed and efficiency.

Startup programs are configured to minimize boot time and improve overall system
performance.

Installed software and utilities are checked for available updates and new versions.
Updates are downloaded from trusted and verified sources.

Software and utilities are updated following the manufacturer’s instructions and standard
procedures.

Functionality of the updated software is tested.
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Information Sheet — 3.1

Learning Outcome-1: Install Operating System (OS)

Learning Objectives: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:
1.1 System hardware.
1.2 Installation media
1.3  Operating system.
14 Installation procedures.
1.5  Partitioning and formatting of storage devices.
1.6  Post-installation configurations.
1.1. System hardware.
System hardware refers to the physical components of a computer system that can be seen
and touched. These components work together to perform computing tasks.
System hardware includes internal parts such as the motherboard, processor, memory,
storage, power supply, and expansion cards. It also includes external devices like monitor,
keyboard, mouse, printer, and other peripherals.
Proper understanding of system hardware is essential for installation, maintenance,
troubleshooting, and effective IT support services.
1.2. Installation media
Installation media are storage devices used to install operating systems or software on a
computer. They contain setup files required for system installation or recovery.
e Pendrive
A small, portable storage device commonly used as bootable media for installing
operating systems and software.
e Portable hard disk
An external storage device used to store large installation files, backups, and system
recovery data.
e DVDorCD
Optical media used to install software or operating systems, mainly on systems with
optical drives.
1.3. Operating system.

An operating system is system software that manages computer hardware and allows users
to run applications. It acts as a bridge between the user and the hardware.
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1.4.

1.5.

1.6.

macOS
An operating system developed by Apple for Mac computers, known for stability, security,
and user-friendly interface.

Windows
A widely used operating system developed by Microsoft, commonly used in personal and
office computers.

Linux
An open-source operating system used in servers and personal computers, known for
flexibility, security, and customization.

Installation procedures.

Installation procedures are the standard steps followed to install an operating system or
software on a computer system. These procedures ensure correct setup and proper system
operation.

The process starts by preparing the installation media and setting the correct boot order in
BIOS. The system is then started from the installation media.

During installation, system settings such as language, time, disk partition, and user account
are configured. After installation is complete, required drivers, updates, and basic software
are installed to make the system ready for use.

Partitioning and formatting of storage devices.

Partitioning is the process of dividing a storage device into separate sections to organize
data and install operating systems. Each partition works like an independent storage area.

Formatting prepares a partition to store data by creating a file system. It allows the operating
system to read and write data on the storage device.

Proper partitioning helps manage data efficiently, while correct formatting ensures system
stability, performance, and error-free storage use.

Post-installation configurations.

Post-installation configurations are the tasks performed after installing an operating system
to make the system ready for use. These steps ensure proper performance, security, and
usability.

After installation, device drivers are installed to ensure hardware components work
correctly. System updates and patches are applied to fix bugs and improve security.

User accounts and passwords are configured according to requirements. Basic system
settings such as date, time, language, and network connection are adjusted.

Security software like antivirus and firewall are enabled. Finally, essential applications are
installed and the system is tested to confirm proper operation.
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Self-Check - 3.1

Short Questions:

1. Question: What is system hardware?

Answer:

2. Question: Give one example of system hardware.

Answer:

3. Question: What is installation media?

Answer:

4. Question: Give one example of installation media.

Answer:

5. Question: What is an operating system?

Answer:

6. Question: Why are installation procedures important?

Answer:

7. Question: What is partitioning of a storage device?

Answer:

8. Question: What is formatting of a storage device?

Answer:
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Answer Key-3.1

Short Questions with Answers:

1. Question: What is system hardware?

Answer: System hardware refers to the physical components of a computer system.

2. Question: Give one example of system hardware.

Answer: Hard disk, RAM, or processor.

3. Question: What is installation media?

Answer: Installation media is a device used to install an operating system.

4. Question: Give one example of installation media.
Answer: USB flash drive or DVD.

5. Question: What is an operating system?

Answer: An operating system manages computer hardware and software resources.

6. Question: Why are installation procedures important?

Answer: They ensure the operating system is installed correctly and safely.

7. Question: What is partitioning of a storage device?

Answer: Partitioning divides a storage device into separate sections.

8. Question: What is formatting of a storage device?

Answer: Formatting prepares a storage device to store data using a file system.
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Job Sheet — 3.1

Job Name: Configure Operating System (OS)

Working Procedure / Steps:

1. Understand System Hardware Requirements

o

o

Identify the hardware components required for OS installation (e.g., CPU, RAM,
hard drive, display, keyboard).
Verify system compatibility with the operating system to be installed.

2. Prepare Installation Media

o

@)

Create or verify the OS installation media (e.g., USB flash drive, DVD, network
boot).
Ensure the installation media is bootable and contains the correct OS version.

3. Install the Operating System

o

Boot the system from the installation media.

Follow the installation prompts, select the desired language, region, and other
preferences.

Install the operating system by following on-screen instructions (e.g., Windows
setup, Linux distributions).

4. Partition and Format Storage Devices

@)

Choose the correct storage device for installation.

Create partitions as needed, ensuring the correct format (e.g., NTFS, FAT32,
ext4) for the OS.

Format the partitions to ensure they are ready for OS installation.

5. Perform Post-installation Configurations

@)

@)

@)

Set up the OS with basic configurations such as user accounts, network settings,
time zone, and language preferences.

Install necessary drivers for hardware components (e.g., GPU, network adapters).
Run system updates to ensure the OS is up to date.

6. Verify the Installation

@)

o

Reboot the system and verify the OS is functioning correctly.

Check that the system recognizes hardware components (e.g., sound, display,
peripherals).

Ensure proper installation of essential software and drivers.

Tools and Materials:

e Tools/Equipment:

o

o

o

Bootable installation media (USB drive, DVD, or network boot setup).
Keyboard and mouse for system navigation.
System with sufficient hardware to support the OS.

o Materials:

Operating system installation guide.

Storage devices (HDD, SSD) for partitioning and formatting.

Driver installation files for hardware components (e.g., graphics drivers, network
drivers).
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Information Sheet — 3.2

Learning Outcome — 2: Install Required Driver.

Learning Objectives: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

2.1 Required drivers.

2.2 Verified sources.

2.3 Installing procedures of drivers.

2.4 Functionality of the hardware components.

2.1 Required drivers.

Required drivers are software programs that allow the operating system to communicate with
hardware components. Without proper drivers, hardware devices may not function correctly.

Chipset
Controls communication between the motherboard and major system components.

Graphics (GPU)
Enables proper display, resolution, and graphics performance.

Audio
Provides sound output and microphone functionality.

LAN / Wi-Fi / Bluetooth
Ensures wired and wireless network connectivity and device pairing.

Printer / Scanner
Allows printing and scanning operations to function correctly.

Touchpad
Enables smooth cursor movement and gesture control on laptops.

Storage (SATA / NVMe / RAID)
Ensures correct detection and performance of storage devices.

USB Controller
Controls USB ports and connected external devices.

2.2 \Verified sources.

Verified sources are trusted and reliable references used to obtain accurate IT information
and drivers. These sources help ensure system security, stability, and correct installation.

The official manufacturer website such as Dell, HP, or Lenovo is the most reliable
source for system-specific drivers, BIOS updates, and support tools.

The component vendor website like Intel, AMD, NVIDIA, Realtek, or Broadcom
provides updated drivers and firmware for individual hardware components.

The Microsoft Update Catalog offers verified drivers and updates approved by
Microsoft for Windows systems.
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2.3

2.4

o Windows Update automatically downloads and installs essential drivers, security
patches, and system updates to keep the system stable and secure.

Installing procedures of drivers.

Driver installation is the process of enabling hardware devices to work properly with the
operating system. Correct driver installation ensures system stability and full hardware
functionality.

The process starts by identifying the required drivers based on the system hardware and
operating system. Drivers are downloaded only from verified sources such as the
manufacturer’s website or official update services.

After downloading, the driver setup file is run and installation instructions are followed. In
some cases, drivers may be installed automatically through the operating system update
feature.

Once installation is complete, the system is restarted to apply changes. Finally, device status
is checked to confirm that the driver is installed and working correctly.

Functionality of the hardware components.

Hardware components perform specific functions to ensure proper operation of a computer
system. Each component works together as part of an integrated system.

The processor executes instructions and controls system activities. The motherboard
enables communication between all hardware components. Memory supports fast
processing by temporarily holding active data and programs.

Storage devices permanently store the operating system, software, and user data. Graphics
components handle visual output and display processing. The power supply provides stable
electrical power to all components.

Cooling systems regulate temperature to prevent overheating. Expansion cards add
additional features such as sound, network, or display support. Proper functioning of all
hardware components ensures system performance, reliability, and stability.
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Self-Check - 3.2

Short Questions:

1. Question: What are required drivers?

Answer:

2. Question: Why are drivers important for hardware components?

Answer:

3. Question: What are verified sources for drivers?

Answer:

4. Question: Why should drivers be downloaded from verified sources?

Answer:

5. Question: What is the first step in installing drivers?

Answer:

6. Question: What is the installing procedure of drivers?

Answer:

7. Question: How can you check whether a driver is installed correctly?

Answer:

8. Question: What does functionality of hardware components mean?

Answer:
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Answer Key - 3.2

Short Questions with Answers:

1. Question: What are required drivers?
Answer: Required drivers are software that allow the operating system to communicate

with hardware devices.

2. Question: Why are drivers important for hardware components?

Answer: Without drivers, hardware devices cannot function properly.

3. Question: What are verified sources for drivers?
Answer: Verified sources are trusted places such as the hardware manufacturer’s official

website.

4. Question: Why should drivers be downloaded from verified sources?

Answer: To avoid malware, incorrect drivers, and system instability.

5. Question: What is the first step in installing drivers?

Answer: |dentify the correct hardware model and operating system.

6. Question: What is the installing procedure of drivers?

Answer: Download the driver, run the installer, and restart the system if required.

7. Question: How can you check whether a driver is installed correctly?

Answer: By checking Device Manager or testing the hardware device.

8. Question: What does functionality of hardware components mean?

Answer: It means the hardware components are working correctly as intended.
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Job Sheet - 3.2

Job Name: Install Required Drivers for System Hardware
Working Procedure/Steps:

1. ldentify Required Drivers

o Determine the specific drivers needed for the installed hardware components
(e.g., graphics card, sound card, printer, network adapter).
o Understand the importance of having the correct driver version for each hardware
component.
2. Verify Sources for Drivers

o Identify verified sources for downloading drivers (e.g., official manufacturer
websites, trusted third-party platforms, operating system update services).
o Verify the authenticity and compatibility of the driver before installation.
3. Install the Drivers

Download the required drivers from verified sources.
Run the installation program for each driver, following the on-screen instructions to
complete the installation.
o If necessary, reboot the system to finalize driver installation.
4. Check Hardware Component Functionality

o After installing the drivers, verify that each hardware component is working
properly (e.g., test the sound system after installing the audio driver, check the
display after installing the GPU driver).

o Use the device manager or specific software tools to confirm that the driver
installation was successful and no errors are present.

5. Perform Post-installation Updates

o Check for any driver updates post-installation to ensure the system is running the
latest versions of the drivers.
o Enable automatic updates for drivers if supported by the operating system.

Tools and Materials:
e Tools/Equipment:

o Internet connection for downloading drivers.
o System tools like Device Manager (Windows) or equivalent on other operating
systems to check installed drivers.
o External media (e.g., USB drive) if drivers are sourced offline.
o Materials:

o Manufacturer’s website or trusted online platforms for downloading drivers.
o Driver installation packages (executables, zip files, etc.).
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Information Sheet -3.3

Learning Outcome -3: Install Application and Utility Software.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

3.1 Application software
3.2 Utility software.

3.3 Software installation files.

3.4 Installation procedures of application and utility software.
3.5 Post-installation configurations.

3.1 Application software.

Application software refers to programs used by users to perform specific tasks on a
computer system. These software tools support daily office work, communication, file
management, and system security.

Software Name

Activity

Microsoft Office

Used for creating documents, spreadsheets, and

presentations.

Typing Software

Helps improve typing speed and accuracy.

Browsers

Used to access websites and online applications.

Google Workspace

Supports online document creation, email, and

collaboration.

Microsoft Teams

Used for communication, chat, and online meetings.

Zoom

Used for video conferencing and virtual meetings.

FileZilla

Used to transfer files between local computers and

servers.

Malwarebytes

Protects the system from viruses and malware.

Zendesk Manages customer support requests and tickets.
Dropbox Used for cloud storage, file sharing, and backup.
OneDrive Used for cloud storage and file synchronization.

3.2 Utility software.

Utility software helps maintain, manage, and optimize the computer system. These tools
support system performance, security, and troubleshooting.
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Software Name Activity

Used to clean temporary files and improve system

CCleaner performance.
WinRAR / 7-Zip Used to compress and extract files.
Disk Cleanup Removes unnecessary files to free up disk space.

Task Manager

Monitors running programs, system performance, and
resource usage.

PowerShell

Used to execute system commands and automate
administrative tasks.

Event Viewer

Displays system logs and error messages for
troubleshooting.

Windows Defender Provides built-in protection against viruses and malware.

Driver Booster Helps detect and update outdated or missing drivers.

3.3 Software installation files.

Software installation files are packages used to install applications or system tools on a
computer. These files contain all required data and instructions needed for proper
installation.

Installation files may come in different formats such as setup or installer files, compressed
files, or downloadable packages from official sources. They can be stored on local drives,
external storage, or downloaded from the internet.

Using verified and trusted installation files helps ensure system security, correct software
functionality, and stable system performance.

3.4 Installation procedures of application and utility software.

Identify required software
Determine which application or utility software is needed based on user tasks or system
requirements.

Download from verified source
Download the installation file from an official website, trusted vendor, or approved
platform to avoid malware.

Check system requirements
Confirm that the operating system version, storage space, RAM, and processor meet
the software requirements.

Scan the installation file
Use antivirus software to scan the file before installation for security.

Run the installer
Double-click the setup or installer file to start the installation process.
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Follow installation instructions
Read and follow on-screen instructions carefully, including license agreement and
installation options.

Select installation settings
Choose installation location, language, shortcuts, and other required preferences.

Complete installation.
Allow the installer to copy files and configure the software.

Restart system if required
Restart the computer to apply changes, if prompted.

Verify software functionality
Open the installed software and check that it runs properly.

Apply updates
Install any available updates or patches to ensure security and stability.

3.5 Post-installation configurations.

Launch the installed software
Open the application to confirm it starts without errors.

Configure basic settings
Set language, date, time, display, and user preferences as required.

Set user access and permissions
Create or assign user accounts, roles, and access rights if applicable.

Apply updates and patches
Check for available updates and install them to improve security and stability.

Configure security settings
Enable antivirus, firewall, and any built-in security options of the software.

Integrate with system or network
Connect the software with network services, cloud accounts, or shared resources if

needed.

Create shortcuts and startup options
Add desktop or menu shortcuts and set startup preferences.

Test software functionality
Perform basic tasks to ensure the software works correctly.

Document configuration details

Record settings, license information, and configuration changes for future reference.
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Self-Check 3.3
Short Questions:

1. Question: What is application software?
Answer:

2. Question: Give one example of application software.
Answer:

3. Question: What is utility software?
Answer:

4. Question: Give one example of utility software.
Answer:

5. Question: What are software installation files?
Answer:

6. Question: Why are installation procedures important for software?
Answer:

7. Question: What is the basic installation procedure for software?
Answer:

8. Question: What are post-installation configurations?
Answer:
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Answer Key- 3.3

Short Questions with Answers:

1. Question: What is application software?
Answer: Application software is software designed to help users perform specific tasks.

2. Question: Give one example of application software.
Answer: Word processor or spreadsheet software.

3. Question: What is utility software?
Answer: Utility software helps maintain, manage, and protect the computer system.

4. Question: Give one example of utility software.
Answer: Antivirus or disk cleanup tool.

5. Question: What are software installation files?
Answer: Software installation files are files used to install software on a computer.

6. Question: Why are installation procedures important for software?
Answer: They ensure software is installed correctly and works properly.

7. Question: What is the basic installation procedure for software?
Answer: Run the installer, follow on-screen instructions, and complete setup.

8. Question: What are post-installation configurations?
Answer: Settings adjusted after installation to customize software behavior.
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Job Sheet -3.3

Job Name: Configure Application and Utility Software.
Working Procedure/Steps:

1. Understand Application Software
o Define application software and its purpose (e.g., word processors, media players,
browsers).
o Identify common types of application software and their use cases in personal and
business environments.
2. Understand Utility Software
o Define utility software and its role in maintaining system health and functionality
(e.g., antivirus programs, disk cleanup tools, backup software).
o Recognize essential utility software required for optimal system performance.
3. Locate Software Installation Files
o Identify the sources of legitimate software installation files (e.g., official website,
trusted software distribution platforms).
o Download or obtain installation files for both application and utility software.
4. Install Application and Utility Software
o Run the installation program for each software application or utility.
o Follow the on-screen installation prompts, including selecting the installation
directory, agreeing to the software terms, and configuring initial settings.
o Complete the installation process and verify the software has been installed
correctly.
5. Perform Post-installation Configurations
o After installation, configure the software to meet user needs (e.g., setting
preferences, creating accounts, updating to the latest version).
o Ensure the software is functioning properly by testing key features (e.g., opening
and editing files in application software, running scans in utility software).
o Set up automatic updates if available and required.

Tools and Materials:

e Tools/Equipment:
o Internet connection for downloading software installation files.
o External media (e.g., USB drive) if software installation files are on offline sources.
o System with enough storage space to accommodate the software.
o Materials:
o Installation files for application and utility software (e.g., executable files, setup
wizards).
o Software manuals or user guides for post-installation configurations.
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Information Sheet -3.4

Learning Outcome -4: Optimize System Performance.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

4.1 System performance.

4.2 Unnecessary applications.

4.3 System updates and patches.

4.4 Storage and memory.

4.5 Post-installation configurations.

4.1 System performance.
System performance refers to how efficiently a computer system operates while running
applications and processing tasks. Good system performance ensures smooth operation,
fast response time, and reliable output.
System performance depends on factors such as processor speed, available memory,
storage type, and system configuration. Background processes, software updates, and
malware can also affect performance.
Regular maintenance, proper configuration, and timely updates help maintain optimal system
performance and support effective IT operations.

4.2 Unnecessary applications.

¢ Identify unnecessary applications
Review the software installed on the system and identify applications that are not used
for work or system operation.

o Access installed programs list
Open system settings or control panel to view all installed applications.

o Check usage and impact
Analyze how often applications are used and check their impact on system startup and
performance.

¢ Uninstall unused applications
Safely remove applications that are not required, ensuring important system software is

not deleted.

¢ Disable startup programs
Turn off unnecessary applications that start automatically with the system.

¢ Restart the system
Restart the computer to apply changes and clear memory.
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4.3

44

¢ Monitor system performance

Observe system speed, startup time, and responsiveness after removing unnecessary
applications.

System updates and patches.

Check for available updates
Open system update settings to see if new operating system or software updates are
available.

Review update details
Read the update information to understand what issues are fixed or improved.

Backup important data
Create a backup of important files before installing updates to prevent data loss.

Ensure stable power and internet
Confirm the system has a reliable power supply and internet connection during the
update process.

Download updates and patches
Download updates from official and verified sources only.

Install updates and patches
Follow on-screen instructions to install updates properly.

Restart the system
Restart the computer if required to complete the update process.

Verify update installation
Check system version or update history to confirm successful installation.

Test system functionality
Ensure applications, hardware, and network functions are working correctly after
updates.

Enable automatic updates
Turn on automatic updates to keep the system secure and up to date in the future.

Storage and memory.

Storage and memory are key components that affect system performance and data handling.
Memory (RAM) temporarily stores data and running programs, allowing the system to
operate quickly and smoothly.

Storage devices such as HDD or SSD permanently store the operating system, applications,
and user data. Insufficient storage space can slow down the system and cause errors.
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4.5

Proper management of storage and memory helps improve system speed, reliability, and
overall performance. Regular monitoring, cleanup, and upgrades ensure efficient IT system
operation.

Post-installation configurations.

Post-installation configurations are the essential steps performed after installing an operating
system or software to make the system fully usable, secure, and stable.

These configurations include setting system preferences such as date, time, language, and
display options. Required device drivers are checked and installed to ensure all hardware
works properly.

System updates and security patches are applied to protect against bugs and vulnerabilities.
User accounts, passwords, and access permissions are configured according to
requirements.

Security settings such as antivirus, firewall, and basic privacy controls are enabled. Finally,
the system is tested to confirm that all functions are working correctly and the system is ready
for use.
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Self-Check 3.4
Short Questions:

1. Question: What is system performance?
Answer:

2. Question: What can reduce system performance?
Answer:

3. Question: What are unnecessary applications?
Answer:

4. Question: Why should unnecessary applications be removed?
Answer:

5. Question: What are system updates and patches?
Answer:

6. Question: Why are system updates important?
Answer:

7. Question: How do storage and memory affect system performance?
Answer:

8. Question: What is post-installation configuration?
Answer:
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Answer Key- 3.4

Short Questions with Answers:

1. Question: What is system performance?
Answer: System performance refers to how fast and efficiently a computer operates.

2. Question: What can reduce system performance?
Answer: Unnecessary applications, low storage space, and outdated software.

3. Question: What are unnecessary applications?
Answer: Programs that are not needed but run or remain installed on the system.

4. Question: Why should unnecessary applications be removed?
Answer: They consume system resources and slow down performance.

5. Question: What are system updates and patches?
Answer: Updates and patches fix bugs, improve security, and enhance system
performance.

6. Question: Why are system updates important?
Answer: They protect the system from security threats and improve stability.

7. Question: How do storage and memory affect system performance?
Answer: Low storage or memory can cause slow operation and system crashes.

8. Question: What is post-installation configuration?
Answer: Adjustments made after installation to optimize system settings.
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Job Sheet -3.4

Job Name: System Performance Optimization.
Working Procedure/Steps:

1. Understand System Performance
o Define system performance and how various factors like CPU, RAM, storage, and
system configuration affect it.
o Recognize key indicators of system performance such as speed, responsiveness,
and efficiency.
2. Identify and Remove Unnecessary Applications
o ldentify applications that are no longer required or are running in the background
unnecessarily.
o Safely uninstall unnecessary software to free up system resources and storage.
3. Apply System Updates and Patches
o Ensure that the operating system and applications are updated regularly with the
latest patches.
o Check for updates manually, and enable automatic updates to ensure the system
is always up-to-date and secure.
4. Optimize Storage and Memory
o Analyze disk space and remove unnecessary files, using disk cleanup tools or
manual checks.
o Monitor and manage memory usage to ensure efficient processing. Use tools like
Task Manager to close unnecessary background processes that use excess
memory.
5. Perform Post-installation Configurations
o Configure system settings such as power options, startup programs, and visual
effects to improve performance.
o Schedule regular system maintenance tasks like disk defragmentation and
automatic cleanup.

Tools and Materials:

e Tools/Equipment:
o Disk cleanup utilities (e.g., Windows Disk Cleanup, CCleaner).
o Memory management tools (e.g., Task Manager, RAM optimization utilities).
o Backup software to ensure safety before making significant changes.

o Materials:
o System update guides for the OS and applications.
o Storage management tools for managing disk space and organizing files.
o System optimization manuals for setting up performance configurations.
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Information Sheet - 3.5

Learning Outcome-5: Update Software and Utilities.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

5.1 Available updates and new versions.
5.2 Functionality of the updated software.

5.1 Available updates and new versions.

e Check for updates
Open the system or application update settings to check for available updates and new
versions.

o Review update information
Read the update notes to understand new features, bug fixes, security improvements,
and compatibility changes.

o Verify system compatibility
Ensure the system hardware and operating system support the new version or update.

o Backup important data
Create a backup of files and settings before installing major updates or new versions.

o Ensure stable power and internet
Confirm uninterrupted power supply and reliable internet connection during the update
process.

e Download updates or new versions
Download updates only from official and verified sources to avoid security risks.

¢ [Install updates
Follow on-screen instructions to install updates or upgrade to the new version.

o Restart the system if required
Restart the device to complete installation and apply changes.

¢ Verify update installation
Check system or application version details to confirm successful update.

o Test system and applications
Ensure all applications, drivers, and hardware components work properly after the
update.

¢ Enable automatic updates
Turn on automatic update options to keep the system up to date in the future.
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5.2 Functionality of the updated software.

Updated software improves how applications and systems operate after installing updates
or new versions. Updates often fix errors, improve speed, and enhance system stability.

Updated software provides better security by closing known vulnerabilities and protecting
against new threats. It may also introduce new features or improve existing functions.

Compatibility with new hardware, operating systems, and other applications is improved
through updates. Properly updated software ensures reliable performance, smoother user
experience, and effective IT support operations.
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Self-Check 3.5
Short Questions:

1. Question: What are available updates and new versions?
Answer:

2. Question: Why should software be updated regularly?
Answer:

3. Question: Where can users check for available software updates?
Answer:

4. Question: What is meant by the functionality of updated software?
Answer:

5. Question: How can functionality be checked after a software update?
Answer:

6. Question: What should be done if software does not work properly after an update?
Answer:
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Answer Key- 3.5

Short Questions with Answers:

1. Question: What are available updates and new versions?

Answer: They are improved releases of software that fix problems and add new features.

2. Question: Why should software be updated regularly?
Answer: To improve security, stability, and performance.

3. Question: Where can users check for available software updates?
Answer: Through system update settings or the software developer’s official website.

4. Question: What is meant by the functionality of updated software?
Answer: It means how well the software works after being updated.

5. Question: How can functionality be checked after a software update?
Answer: By running the software and testing its main features.

6. Question: What should be done if software does not work properly after an update?
Answer: Roll back the update, reinstall the software, or report the issue.
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Job Sheet -3.5

Job Name: Manage Software and Utility Updates.
Working Procedure/Steps:

1. ldentify Available Updates and New Versions
o Check for updates in installed software and utilities through built-in update
features or third-party software management tools.
o Understand how to recognize new software versions, security patches, and
feature updates.
2. Verify Update Sources
o Ensure updates are obtained from trusted and verified sources (e.g., official
software websites, app stores, or system update services).
o Be cautious of unauthorized or unofficial update sources to avoid potential
security risks.
3. Update Software and Utilities
o Follow the correct procedure to update software and utilities, either manually or
through automatic update features.
o Install updates in the recommended order to avoid conflicts or issues.
o Restart software or system if required for updates to take effect.
4. Check Functionality of the Updated Software
o After updating, test the software to ensure it functions as expected with the new
version.
o Verify that the software's key features, security improvements, and bug fixes are
working correctly.
o Ensure that any new features added by the update are accessible and properly
configured.
5. Manage Software Compatibility Post-update
o Check that updated software is compatible with the existing system environment
(e.g., OS version, other installed software).
o Ifissues arise, troubleshoot compatibility problems and, if necessary, roll back to
previous versions.

Tools and Materials:

e Tools/Equipment:
o Software update tools (e.g., Windows Update, App Store, package managers).
o Internet connection for downloading updates.
o System restore tools in case an update causes issues and needs to be rolled
back.
o Materials:
o Software manuals and release notes for understanding new features and bug
fixes.
o System or software compatibility guides for checking post-update configuration.
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Module-4

Module: Managing Network and Internet Connectivity
Unit Code: SICIP-ICT-ISS-04-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module—-4

Module Title: Manage Network and Internet Connectivity

Unit Code: SICIP-ICT-ISS-4-O Nominal Hours: 60

Hrs.

Module Description: This module covers the skills, knowledge and attitudes required to manage
network and internet connectivity. It specifically includes the tasks of setting up local area network
(LAN) and Wi-Fi connections, configuring network devices, monitoring network performance,
applying troubleshooting methods for network failures and securing network access and antivirus

tools.

Learning Outcomes: After completing of this module, the trainee will be able to;

aroDd~

Set up local area network (LAN) and Wi-Fi connections.
Configure network devices.

Monitor network performance.

Apply troubleshooting methods for network failures.
Secure network access and antivirus tools.

Assessment Criteria:

N =~

NOo kW

8.
9

10.
11.
12.
13.
14.
15.
16.
17.

18.
19.

LAN requirements are identified.

Appropriate hardware devices are identified and selected and prepared according to
specifications.

Network cables are installed, connected, and labeled as per standard procedures.
Wi-Fi router and access points are configured following manufacturer’s guidelines.
Network devices are powered, tested, and verified for operational status.

Security settings and access restrictions are applied according to organizational policy.
Connectivity is confirmed and functionality is documented in line with workplace
requirements.

Configuration requirements are obtained from organization.

Network devices are accessed using appropriate interfaces and methods.

Device settings are configured according to specifications and technical guidelines.
Internet Protocol (IP) addresses, subnet masks, and gateway parameters are assigned as
required.

Routing, switching, and wireless settings are adjusted and saved as per instructions.
Security features are enabled in line with organizational standards.

Device configurations are tested and verified for correct operation.

Network monitoring requirements are identified.

Network monitoring tools are selected and applied according to specifications.
Traffic patterns and bandwidth utilization are observed and recorded as instructed.
Device logs and performance metrics are reviewed to detect abnormalities.
Performance data is analyzed and compared against baseline standards.
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20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

Monitoring reports are prepared and submitted according to workplace requirements.
Network failure symptoms are identified from monitoring data and user reports.
Hardware and software components are checked to locate the source of the problem.
Fault isolation methods are applied according to standard troubleshooting procedures.
Configuration settings are verified and corrected as required.

Diagnostic tools are used to test connectivity and network performance.

Solutions are implemented and tested to confirm successful restoration of services.
Organizational security requirements are identified.

User access rights and permissions are configured according to authorization levels.
Network authentication methods are applied as instructed.

Firewalls and security rules are enabled to protect against unauthorized access.
Antivirus software is installed and updated according to vendor specifications.
Detected threats and malicious activities are quarantined or removed using approved
procedures.
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Information Sheet — 4.1

Learning Outcome -1: Set up local area network (LAN) and Wi-Fi connections.

Learning Objectives: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

1.1 LAN requirements.

1.2 Appropriate hardware devices.
1.3 Network cables.

1.4 Network devices.

1.5 Security settings.

1.1  LAN requirements.

A Local Area Network (LAN) requires specific components and conditions to operate
properly. These requirements ensure reliable data communication between connected
devices.

LAN setup needs network devices such as switches, routers, and network interface cards
(NIC). Ethernet cables are required to connect computers and network devices.

Each device must have a valid IP address, either assigned manually or automatically through

DHCP. A proper power supply and stable electrical connection are essential for network
equipment.

Basic network configuration and security settings are also required to ensure smooth and
secure LAN communication.

1.2 Appropriate hardware devices.

Device name Photo

Router

Connects the local network to the internet and
manages data traffic between devices. It also
assigns IP addresses to connected devices.

Network Switch phone : ‘Server

Connects multiple computers and devices “ |_||“ E [ I

within a LAN and allows data to be shared | ™ &

efficiently. e E
Gaming Dasktop —

Console Computer
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Wireless Access Point (AP)

Provides Wi-Fi connectivity by allowing
wireless devices to connect to the LAN.

Network Interface Card (NIC)

Enables a computer or device to connect to a
wired or wireless network. It can be built-in or
external.

Ethernet Cables (LAN Cables)

Used to physically connect computers,
switches, and routers in a wired LAN.

Modem

Connects the router to the internet service
provider and brings internet access into the
network.
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Wi-Fi Adapter

Allows devices without built-in Wi-Fi to
connect to wireless networks.

Power Supply / UPS

Provides stable power and backup support to
network devices to prevent network
disruption.

These hardware devices are essential for setting up and maintaining reliable LAN and Wi-Fi
connections.

1.3 Network cables.

Network cables are used to connect devices and transmit data in LAN and Wi-Fi networks.

e UTP (Unshielded Twisted Pair)
Commonly used LAN cable for connecting computers, switches, and routers. It is
cost-effective and easy to install.

e STP (Shielded Twisted Pair)
Similar to UTP but with shielding to reduce interference. Used in environments with
electrical noise.

o Fiber Optic Cables
Use light signals to transmit data at very high speed over long distances. Commonly
used for backbone networks and high-speed connections.

e Patch Cords
Short network cables used to connect devices to switches, routers, or patch panels.

These cables play an important role in ensuring stable and efficient network connectivity.
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1.4 Network devices.

Network devices are used to connect, manage, and secure communication between
computers and other devices in a network.

Switches
Connect multiple devices in a LAN and forward data only to the intended device.

Hubs
Basic network devices that connect multiple devices but send data to all connected
ports.

Routers
Connect different networks and manage data traffic between LAN and the internet.

Network Interface Cards (NICs)
Enable computers and devices to connect to a wired or wireless network.

Access Point (AP)
Provides wireless (Wi-Fi) access to devices within the network.

Firewall Device
Protects the network by filtering unauthorized or harmful traffic.

Modem
Connects the network to the internet service provider.

Patch Panels
Used to organize and manage network cable connections in structured cabling
systems.

1.5 Security settings.

Security settings are used to protect the network from unauthorized access and security
threats. Proper security settings help ensure safe data communication and network stability.

Common security settings include setting strong passwords for network devices, enabling
encryption for Wi-Fi connections, and configuring firewall rules. Access control is applied to
limit who can connect to the network.

Regular updates of network device firmware and monitoring network activity help detect and
prevent security risks. Proper security configuration is essential for maintaining a secure LAN
and Wi-Fi network.
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Self-Check - 4.1

Short Questions:

1. Define Value in Lean Manufacturing.

Answer:

2. What is Value Stream Mapping and why is it used?

Answer:

3. How does Flow improve garment production efficiency?

Answer:

4. Explain the Pull system with an example.

Answer:

5. What is meant by Perfection in Lean Manufacturing?

Answer:

6. Give one example of a non-value-added activity in garments.

Answer:

7. How can VSM help reduce lead time?

Answer:
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Answer Key - 4.1

Short Questions Answers:

1. Define Value in Lean Manufacturing.
Answer: Anything the customer is willing to pay for in a product.

2. What is Value Stream Mapping and why is it used?
Answer: A visual tool showing all steps in production; identifies waste and bottlenecks.

3. How does Flow improve garment production efficiency?
Answer: Ensures continuous movement without interruptions, reducing idle time.

4. Explain the Pull system with an example.
Answer: Production based on actual demand, e.g., using Kanban to supply fabric only
when needed.

5. What is meant by Perfection in Lean Manufacturing?
Answer: Continuous improvement aiming for zero waste, defects, and delays.

6. Give one example of a non-value-added activity in garments.
Answer: Extra handling, waiting for materials, rework.

7. How can VSM help reduce lead time?
Answer: By highlighting bottlenecks and delays to plan smoother workflow.
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Job Sheet — 4.1

Job Name: Configure and Secure LAN and Wi-Fi Networks.

Working Procedure/Steps:

Understand LAN Requirements
o Define the purpose and components of a LAN.
o ldentify the key requirements for setting up a LAN, including network speed,
devices to be connected, and the desired network topology.

Select Appropriate Hardware Devices
o Choose the appropriate hardware devices for the LAN setup, such as routers,
switches, network interface cards (NICs), and wireless access points (WAPs).
o Ensure the devices are compatible with the system's requirements and support
the desired network speed.

Use the Correct Network Cables
o Identify the types of network cables required for the LAN setup (e.g., Ethernet
cables like CAT5e, CAT6 for wired connections).
o Measure the required cable lengths and properly connect devices using the
appropriate cables.

Install and Configure Network Devices
o Set up and configure the router and/or switch for the LAN, ensuring proper IP
addressing (static or dynamic) and DNS configuration.
o Set up any necessary network devices (e.g., wireless access points) to extend
network coverage and ensure Wi-Fi accessibility.

Configure Wi-Fi Connections
o Set up and configure the Wi-Fi network by configuring the wireless router or
access point.
o Choose an appropriate wireless standard (e.g., 802.11n, 802.11ac) and ensure
proper channel selection for minimal interference.
o Setup SSID (network name), password, and other essential parameters for
secure Wi-Fi access.

Implement Security Settings
o Enable security settings for both LAN and Wi-Fi connections, such as WPA2 or
WPA3 encryption for Wi-Fi.
o Configure firewall settings on the router to protect the network from unauthorized
access.
o Set up network access controls, including MAC address filtering and guest
network access, to enhance security.
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7. Test and Troubleshoot the Network
o Verify that all devices are connected properly and are able to communicate with
one another within the LAN.
o Test the Wi-Fi signal strength and ensure the wireless network is functioning as
expected.
o Troubleshoot connectivity issues such as IP address conflicts, slow speeds, or
device disconnections.

Tools and Materials:
e Tools/Equipment:

Network cables (Ethernet cables like CAT5e, CAT6).

Routers, switches, and wireless access points (WAPS).
Computers, laptops, or mobile devices for testing the network.
Network diagnostic tools (e.g., ping, tracert).

O O O O

o Materials:

o Router and switch manuals for configuration settings.
o Wi-Fi and network configuration guides.
o Security settings documentation (e.g., WPA2, WPAS3 encryption).
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Information Sheet —4.2

Learning Outcome-2: Configure Network Devices.

Learning Objectives: After completing this information sheet, learners will be able to explain,
define and interpret the following contents:

Contents:

2.1 Configuration requirements.

2.2 Appropriate interfaces.

2.3 Internet Protocol (IP).

2.4 Security features.

2.1 Configuration requirements.
Configuration requirements are the basic settings needed to make LAN and Wi-Fi networks
function correctly. These settings ensure proper connectivity, communication, and security.
Each network device must be correctly powered and connected. IP addressing must be
configured either automatically using DHCP or manually using static IP addresses. Network
parameters such as subnet mask, gateway, and DNS must be set properly.
Wi-Fi configuration requires setting the network name (SSID), security type, and password.
Router and access point settings must be adjusted to match network needs.
Proper configuration of these requirements ensures stable network performance, secure
access, and reliable communication between devices.

2.2 Appropriate interfaces.
Appropriate interfaces are used to configure and manage network devices and systems.
Selecting the correct interface helps perform network setup and troubleshooting efficiently.
The Command Line Interface (CLI) is a text-based interface used for advanced configuration
and troubleshooting. It allows precise control of network devices.
The Graphical User Interface (GUI) provides a visual, user-friendly way to configure settings
using menus and icons.
The Web Interface allows network devices to be configured through a web browser by
accessing the device’s IP address.
A Console Cable is used to connect directly to network devices for initial configuration or
recovery when other interfaces are not available.

2.3 Internet Protocol (IP).

Internet Protocol (IP) is a set of rules that allows devices to communicate and exchange data
over a network. It ensures that data is correctly addressed, sent, and received between
devices.

e TCP/IP
Transmission Control Protocol/Internet Protocol is the core communication model of
the internet. It defines how data is packaged, transmitted, and delivered reliably.

101

IT Support Service



¢ DHCP (Dynamic Host Configuration Protocol)
Automatically assigns IP addresses and network settings to devices, reducing
manual configuration.

o DNS (Domain Name System)
Converts domain names into |IP addresses so devices can locate servers and
websites.

e VLAN (Virtual Local Area Network)
Logically divides a physical network into smaller networks to improve security and
performance.

e NAT (Network Address Translation)
Allows multiple devices to share a single public IP address when accessing the
internet.

¢ Routing Protocols (RIP, OSPF, EIGRP)
Used by routers to determine the best path for data to travel across networks and
ensure efficient routing.

2.4 Security features.

Security features are used to protect LAN and Wi-Fi networks from unauthorized access and
cyber threats. These features help maintain data confidentiality, integrity, and network
stability.

e Access Control Lists (ACLs)
Control which users or devices are allowed or denied access to network resources.

e Firewall Rules
Filter incoming and outgoing network traffic based on security policies.

o Port Security
Limits the number of devices that can connect to a network port and prevents
unauthorized access.

e Encryption (WPA2 / WPA3)
Protects wireless data by encrypting information transmitted over Wi-Fi networks.

o Strong Password Policies
Ensure the use of complex and secure passwords to prevent unauthorized network
access.
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Self-Check — 4.2

Short Questions:

1. Question: What are configuration requirements in networking?
Answer:

2. Question: Why are proper configuration requirements important?
Answer:

3. Question: What are appropriate interfaces in a network?
Answer:

4. Question: What is Internet Protocol (IP)?
Answer:

5. Question: What is the purpose of an IP address?
Answer:

6. Question: What are security features in networking?
Answer:

7. Question: Give one example of a network security feature.
Answer:

8. Question: Why are security features important in a network?
Answer:
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Answer Key- 4.2

Short Questions with Answers:

1. Question: What are configuration requirements in networking?
Answer: Configuration requirements are the necessary settings needed to connect and
operate a network.

2. Question: Why are proper configuration requirements important?
Answer: They ensure stable connectivity and correct network communication.

3. Question: What are appropriate interfaces in a network?
Answer: Interfaces are connection points such as Ethernet ports or wireless adapters.

4. Question: What is Internet Protocol (IP)?
Answer: Internet Protocol is a set of rules that assigns addresses and enables data
transmission between devices.

5. Question: What is the purpose of an IP address?
Answer: It uniquely identifies a device on a network.

6. Question: What are security features in networking?
Answer: Security features protect the network from unauthorized access and threats.

7. Question: Give one example of a network security feature.
Answer: Firewall or encryption.

8. Question: Why are security features important in a network?
Answer: They help keep data safe and maintain network integrity.
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Job Sheet — 4.2

Job Name: Set Up and Configure Network Devices.

Working Procedure/Steps:

1. Understand Configuration Requirements

o

o

Identify the necessary configuration steps for network devices, including routers,
switches, and firewalls.

Understand the basic network topology and how each device fits within the setup
(e.g., router for routing traffic, switch for switching between devices).

Determine IP addressing schemes and subnetting requirements for proper
communication.

2. Set Up Appropriate Interfaces

o

@)

Configure network interfaces on routers and switches, ensuring proper
connections to local devices and external networks.

Assign correct IP addresses to interfaces, ensuring compatibility with the network
architecture and other connected devices.

3. Configure Internet Protocol (IP)

@)

o

Understand the role of IP addresses in network communication and the difference
between IPv4 and IPv6.

Assign static or dynamic IP addresses to network devices as required by the
network design.

Configure subnet masks and default gateways to ensure devices can
communicate within the network and with external resources.

4. Implement Security Features

@)

Enable and configure basic security features on network devices, including
firewalls, access control lists (ACLs), and VPNs.

Set up password protection and user authentication on network devices to prevent
unauthorized access.

Enable encryption for sensitive data transmission, where applicable (e.g., WPA2
for Wi-Fi, SSL/TLS for encrypted traffic).

5. Verify and Test Configurations

@)

Test connectivity between devices after configuring network devices to ensure
they are communicating as expected.

Use diagnostic tools (e.g., ping, traceroute) to troubleshoot any issues related to
IP configuration or connectivity.

Verify the security features are active by attempting unauthorized access or by
using network monitoring tools to check for vulnerabilities.

Tools and Materials:

e Tools/Equipment:

o

o

o

Routers, switches, firewalls.
Computers or network devices for testing configuration.
Cables for network connections (Ethernet cables).
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Information Sheet — 4.3

Learning Outcome -3: Monitor Network Performance

Learning Objectives: After completing this information sheet, learners will be able to explain,
define and interpret the following contents

Contents:

3.1 Network monitoring requirements.

3.2 Network monitoring tools.

3.3 Traffic patterns and bandwidth utilization.

3.4 Device logs and performance metrics.

3.5 Performance data.

3.6 Monitoring reports.

3.1 Network monitoring requirements.
Network monitoring requirements are the essential elements needed to observe, analyze,
and maintain network performance. These requirements help ensure stable connectivity,
good speed, and secure network operation.
Network monitoring requires monitoring tools or software to track network traffic, bandwidth
usage, and device status. Network devices such as routers, switches, and access points
must support monitoring features.
Proper IP addressing and access credentials are needed to collect network data. Continuous
internet or network connectivity is required for real-time monitoring.
Logs, alerts, and performance reports are essential to detect faults, downtime, or security
threats. Trained personnel are also required to interpret monitoring data and take corrective
action when needed.

3.2 Network monitoring tools.

Network monitoring tools are used to observe network performance, detect problems, and
ensure smooth network operation.

¢ SNMP Tools
Use Simple Network Management Protocol to monitor network devices, traffic, and
performance status.

o Wireshark
Captures and analyzes network packets to troubleshoot network issues and identify
traffic problems.

¢ PRTG
Monitors bandwidth, device health, uptime, and network performance through
sensors and dashboards.

o Nagios
Monitors network services, servers, and devices and sends alerts when issues
occur.

106

IT Support Service



SolarWinds
Provides advanced network monitoring, performance analysis, and fault
management.

MRTG
Tracks network traffic and bandwidth usage over time using graphical reports.

Built-in Device Monitoring Utilities
Built-in tools in routers, switches, and servers used to monitor basic performance
and status.

3.3 Traffic patterns and bandwidth utilization.

Traffic patterns and bandwidth utilization describe how data moves across a network and
how network capacity is used. Monitoring these factors helps maintain good network
performance.

Bandwidth Usage
Measure how much network capacity is being used by users and applications.

Latency
Check the time taken for data to travel between devices.

Jitter
Observe variations in delay, especially for voice and video traffic.

Packet Loss
Identify missing or dropped data packets during transmission.

Throughput
Measure the actual data successfully transmitted over the network.

Uptime / Downtime
Track network availability and record periods of service interruption.

3.4 Device logs and performance metrics.

Device logs and performance metrics are used to monitor network health, identify problems,
and support troubleshooting. They provide recorded and real-time information about device
behavior and performance.

System Logs
Collect general system messages, errors, and warnings from network devices and
servers.

Event Logs
Record specific events such as user logins, configuration changes, and security
alerts.

Performance Counters
Measure key performance indicators like CPU usage, memory usage, interface
status, and bandwidth.
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3.5

3.6

e Real-Time Dashboards
Display live performance data and device status for quick monitoring and response.

Performance data.

Performance data refers to the collected information used to evaluate how well a network
and its devices are operating. This data helps identify issues, measure efficiency, and plan
improvements.

Performance data includes metrics such as bandwidth usage, latency, throughput, uptime,
and error rates. It is gathered from network devices, monitoring tools, and system logs.

Analyzing performance data helps detect network congestion, device overload, and service
interruptions. Proper use of performance data supports better network reliability, optimized
performance, and effective IT support decisions.

Monitoring reports.
Monitoring reports are documents that present the current status and performance of a

network or IT system. These reports summarize data collected from monitoring tools and
logs in a clear and understandable format.

Monitoring reports include information such as network uptime, bandwidth usage, device
performance, error events, and security alerts. They help identify problems, track trends, and
measure system reliability.

Regular monitoring reports support informed decision-making, preventive maintenance, and
continuous improvement of network performance and IT services.
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Self-Check - 4.3

Short Questions:

1. Question: What are network monitoring requirements?
Answer:

2. Question: Why is network monitoring important?
Answer:

3. Question: What are network monitoring tools?
Answer:

4. Question: Give one example of a network monitoring tool.
Answer:

5. Question: What are traffic patterns in a network?
Answer:

6. Question: What is bandwidth utilization?
Answer:

7. Question: What are device logs?
Answer:

8. Question: What are performance metrics?
Answer:

9. Question: What are monitoring reports?
Answer:
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Answer Key — 4.3

Short Questions with Answers:

1. Question: What are network monitoring requirements?
Answer: Network monitoring requirements define what needs to be observed to ensure
the network works properly.

2. Question: Why is network monitoring important?
Answer: It helps detect problems early and maintain network performance.

3. Question: What are network monitoring tools?
Answer: Software or systems used to observe network activity and performance.

4. Question: Give one example of a network monitoring tool.
Answer: Network performance monitoring software.

5. Question: What are traffic patterns in a network?
Answer: Traffic patterns show how data flows across the network.

6. Question: What is bandwidth utilization?
Answer: Bandwidth utilization measures how much network capacity is being used.

7. Question: What are device logs?
Answer: Device logs are records of events and activities in network devices.

8. Question: What are performance metrics?
Answer: Performance metrics are measurements such as speed, uptime, and error rates.

9. Question: What are monitoring reports?
Answer: Monitoring reports summarize network performance and issues over time.
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Job Sheet — 4.3

Job Name: Analyze Network Performance.
Working Procedure/Steps:

1. Understand Network Monitoring Requirements

o Define the scope and objectives of network monitoring (e.g., performance,
security, availability).

o ldentify the critical components of the network that need to be monitored (e.g.,
routers, switches, servers, bandwidth usage).

2. Select Network Monitoring Tools

o Explore and identify network monitoring tools (e.g., Wireshark, SolarWinds, PRTG
Network Monitor) suitable for monitoring network devices, traffic, and
performance.

o Understand the capabilities of each tool for monitoring traffic, detecting anomalies,
and generating alerts.

3. Analyze Traffic Patterns and Bandwidth Utilization

o Monitor and analyze network traffic to identify traffic patterns and understand
bandwidth usage.

o Detect any bandwidth bottlenecks or unusual traffic spikes that may indicate
issues such as network congestion or unauthorized access.

4. Review Device Logs and Performance Metrics

o Access and review device logs (e.g., router logs, server logs) for errors or events
that could impact network performance.

o Analyze performance metrics (e.g., CPU usage, memory usage, disk I/O) to
assess the health of devices in the network.

5. Evaluate Performance Data

o Collect and evaluate performance data over time to identify trends and potential
issues.

o Look for signs of degradation in performance, such as latency, packet loss, or
downtime, and understand the root causes.

6. Generate Monitoring Reports

o Create monitoring reports summarizing network performance, including traffic
analysis, bandwidth utilization, and any issues detected.

o Include insights, recommendations, and action plans for improving performance or
addressing any discovered issues.
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Tools and Materials:
e Tools/Equipment:

o Network monitoring software (e.g., Wireshark, SolarWinds, PRTG Network
Monitor).

o Network devices (e.g., routers, switches, servers) for data collection.

o Access to network logs and performance data from monitored devices.

o Materials:

o Network performance analysis guides.
o Log files and device configurations for reviewing performance data.
o Reporting templates for generating monitoring reports.
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Information Sheet- 4.4

Learning Outcome-4: Apply Troubleshooting Methods for Network Failures.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

4.1
4.2
4.3
4.4
4.5

4.1

4.2

Network failure symptoms.
Software components.
Fault isolation methods.
Configuration settings.
Diagnostic tools.

Network failure symptoms.

Network failure symptoms are signs that indicate problems in network connectivity or
performance. These symptoms help identify issues early and take corrective action.

Common symptoms include slow or no internet access, frequent disconnections, and inability
to access network resources or servers. Users may experience delays in loading websites,
file transfers failing, or applications not responding.

Other symptoms include high latency, packet loss, unusual error messages, and devices not
being detected on the network. Network downtime or repeated service interruptions are also
clear indicators of network failure.

Recognizing these symptoms is essential for timely troubleshooting and maintaining reliable
network performance.

Software components.

Software components support and control the operation of network hardware and
communication. These components are essential for stable, secure, and efficient network
performance.

e Firmware
Controls the basic operation of network devices such as routers, switches, and
access points.

o Drivers
Allow the operating system to communicate with network hardware like network
interface cards.

¢ Operating System Network Settings
Configure IP address, DNS, gateway, and other network parameters for proper
connectivity.

e Firewall Software

Protects the system and network by controlling incoming and outgoing network
traffic based on security rules.
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4.3

4.4

4.5

Fault isolation methods.

Fault isolation methods are techniques used to identify the exact cause of a network or
system problem. These methods help reduce troubleshooting time and ensure accurate
problem resolution.

e Fault isolation involves identifying the faulty device, connection, or configuration
causing the issue.

o Step-by-step testing checks network components one at a time, starting from the
simplest possible cause to more complex ones.

e Divide-and-conquer splits the system or network into sections to quickly narrow down
where the fault exists.

e Substitution method replaces a suspected faulty component with a known working
one to confirm the source of the problem.

e Escalation procedures are followed when the issue cannot be resolved at the current
level and must be passed to higher-level technical support.

Using proper fault isolation methods ensures faster recovery and reliable network operation.

Configuration settings.

Configuration settings are the defined parameters that control how a system, network, or
device operates. Proper configuration ensures correct functionality, security, and
performance.

These settings include IP address, subnet mask, gateway, and DNS for network connectivity.
Device-specific options such as firmware settings, port configuration, and access
permissions are also part of configuration settings.

Security-related configurations include firewall rules, access control, and password settings.
Correctly applied configuration settings help maintain stable operations, prevent errors, and
support effective troubleshooting.

Diagnostic tools.

Diagnostic tools are used to test, analyze, and troubleshoot network connectivity and
performance issues. These tools help identify faults quickly and accurately.

e Ping
Checks network connectivity and response time between devices.
e Traceroute
Shows the path data takes across the network and identifies delays or failures.
¢ Ipconfig
Displays IP address, subnet mask, and gateway information of a device.
o Netstat
Displays active network connections, ports, and network statistics.
e Cable Tester
Tests network cables for faults, breaks, or incorrect wiring.
o Wireshark
Captures and analyzes network packets for detailed troubleshooting.
e SNMP Monitors
Collect and monitor performance data from network devices using SNMP.
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Short Questions:

10.

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

IT Support Service

Self-Check - 4.4

What are network failure symptoms?

Name one common network failure symptom.

What are software components in a network?

Give one example of a network software component.

What is fault isolation?

Name one fault isolation method.

What are configuration settings in networking?

Give one example of a configuration setting.

What are diagnostic tools?

Give one example of a network diagnostic tool.
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Answer Key - 4.4

Short Questions Answers:

10.

Question: What are network failure symptoms?
Answer: Network failure symptoms are signs that indicate network problems.

Question: Name one common network failure symptom.
Answer: No internet connection or slow network speed.

Question: What are software components in a network?
Answer: Software components are programs that control and manage network
operations.

Question: Give one example of a network software component.
Answer: Network operating system or network driver.

Question: What is fault isolation?
Answer: Fault isolation is the process of identifying the exact cause of a network
problem.

Question: Name one fault isolation method.
Answer: Testing network devices one by one.

Question: What are configuration settings in networking?
Answer: Configuration settings are defined parameters that control network behavior.

Question: Give one example of a configuration setting.
Answer: IP address or DNS settings.

Question: What are diagnostic tools?
Answer: Diagnostic tools are utilities used to detect and analyze network problems.

Question: Give one example of a network diagnostic tool.
Answer: Ping or traceroute.
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Job Sheet -4.4

Job Name: Troubleshoot and Resolve Network Failures.

Working Procedure/Steps:

1.

Identify Network Failure Symptoms

o Recognize common network failure symptoms, such as loss of connectivity, slow
performance, intermittent connection drops, and unusual error messages.
Assess Software Components

o ldentify software-related causes of network failures, such as incorrect
configurations, outdated network drivers, or faulty firewall settings.
o Check the status of critical software components, such as DNS, DHCP, and VPN
services, to ensure they are functioning properly.
Apply Fault Isolation Methods

o Use fault isolation techniques to pinpoint the root cause of the network failure,
starting with basic troubleshooting steps like rebooting devices and checking
physical connections.

o Isolate the problem to a specific device, segment, or service by using tools like
ping tests, traceroute, and loopback tests.

o Perform the process of elimination to identify whether the issue is hardware-
related, software-related, or a network configuration issue.

Check Configuration Settings

o Verify network configuration settings, including IP address assignment, subnet
masks, gateways, and DNS server configurations.
o Ensure that routers, switches, and other devices are correctly configured for the
network topology and security settings.
o Validate that any recent changes to configuration settings have not caused the
issue.
Use Diagnostic Tools

o Use network monitoring tools (e.g., Wireshark, PRTG Network Monitor) to analyze
network traffic and identify issues like packet loss, latency, or network congestion.
o Testindividual devices or network segments to check connectivity and diagnose
problems.
Implement Solutions and Verify Network Recovery

o Apply fixes based on the identified issue (e.g., resetting network configurations,
reinstalling drivers, rebooting hardware).

o Verify that the solution resolves the issue by testing network performance and
connectivity.

o Monitor the network to ensure that the problem does not recur.

Tools and Materials:

Tools/Equipment:

o Ping, tracert, nslookup, and netstat.
o Network monitoring software (e.g., Wireshark, SolarWinds, PRTG).
Access to routers, switches, and network devices for configuration checks.
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Information Sheet- 4.5

Learning Outcome-5: Secure Network Access and Antivirus Tools.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

5.1 Organizational security requirements.

5.2  Network authentication methods.

5.3 Firewalls and security rules.

5.4  Antivirus software.

5.1 Organizational security requirements.
Organizational security requirements define the rules and measures used to protect IT
systems, networks, and data within an organization. These requirements help prevent
unauthorized access, data loss, and security breaches.
They include access control policies to ensure only authorized users can access systems
and information. Strong password policies, user authentication, and role-based access are
commonly required.
Security requirements also cover data protection through encryption, regular backups, and
secure storage. Network security measures such as firewalls, antivirus software, and
intrusion detection systems are essential.
Regular system updates, security patches, monitoring, and user awareness training are part
of organizational security requirements to maintain a secure and reliable IT environment.

5.2 Network authentication methods.

Network authentication methods are used to verify the identity of users or devices before
allowing access to a network. These methods help protect networks from unauthorized
access and security threats.

e Username and Password
The most common method where users provide login credentials to access the network.

o MAC Address Authentication
Allows network access based on the device’s physical (MAC) address.

o Two-Factor Authentication (2FA)
Requires two forms of verification, such as a password and a one-time code, for added
security.

¢ 802.1X Authentication
Uses a central authentication server to control access to wired and wireless networks.
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5.3

5.4

o Biometric Authentication
Uses fingerprints or facial recognition for secure network access.

Using proper authentication methods ensures secure and controlled network access.

Firewalls and security rules.

Firewalls and security rules are used to protect networks and systems from unauthorized
access and cyber threats. A firewall acts as a security barrier between trusted internal
networks and untrusted external networks such as the internet.

Firewalls monitor incoming and outgoing network traffic and allow or block data based on
predefined security rules. These rules are created to permit safe traffic and restrict harmful
or suspicious activities.

Security rules may be based on IP address, port number, protocol, or application type.
Properly configured firewalls help prevent malware attacks, unauthorized access, and data
breaches, ensuring a secure and reliable network environment.

Antivirus software.

Antivirus software is used to protect computer systems and networks from viruses, malware,
spyware, and other security threats. It helps detect, prevent, and remove malicious software
to ensure system safety.

¢ Windows Defender
A built-in antivirus solution in Windows that provides real-time protection and regular
security updates.

o Kaspersky
Offers advanced malware detection, internet security, and threat prevention features.

o McAfee
Provides antivirus protection along with firewall, web security, and identity protection.

¢ Avast
Delivers virus protection, malware detection, and basic network security features.

o Norton
Offers strong antivirus protection with additional security and performance tools.

¢ Enterprise Endpoint Security Solutions

Used in organizations to centrally manage and protect multiple devices, ensuring
network-wide security and compliance.
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Self-Check — 4.5

Short Questions:

1.

Question

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

IT Support Service

: What are organizational security requirements?

Why are organizational security requirements important?

What are network authentication methods?

Give one example of a network authentication method.

What is a firewall?

What are security rules in a firewall?

What is antivirus software?

Why is antivirus software important?

120



Answer Key — 4.5

Short Questions with Answers:

1. Question: What are organizational security requirements?
Answer: They are rules and policies set by an organization to protect its IT systems and

data.

2. Question: Why are organizational security requirements important?

Answer: They help prevent unauthorized access and data loss.

3. Question: What are network authentication methods?

Answer: Methods used to verify the identity of users or devices on a network.

4. Question: Give one example of a network authentication method.

Answer: Username and password or two-factor authentication.

5. Question: What is a firewall?

Answer: A firewall is a security system that controls network traffic based on rules.

6. Question: What are security rules in a firewall?

Answer: Security rules define which network traffic is allowed or blocked.

7. Question: What is antivirus software?

Answer: Antivirus software detects, prevents, and removes malware.

8. Question: Why is antivirus software important?

Answer: It protects systems from viruses and other security threats.
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Job Sheet — 4.5

Job Name: Implement Network Security and Antivirus Protection.

Working Procedure/Steps:

1. Understand Organizational Security Requirements

o

Define organizational security policies and standards for network access and data
protection.

Understand the specific security needs of the organization (e.g., industry
regulations, internal protocols).

Implement security practices that align with organizational goals, ensuring
confidentiality, integrity, and availability of network resources.

2. Implement Network Authentication Methods

@)

Configure authentication methods for accessing the network, such as
username/password, multi-factor authentication (MFA), or single sign-on (SSO).
Ensure that authentication processes are secure, utilizing strong password
policies and encryption for credential storage.

Implement role-based access control (RBAC) to restrict access to sensitive
resources based on user roles.

3. Set Up Firewalls and Security Rules

Configure firewalls to filter network traffic and prevent unauthorized access.
Define and implement security rules (e.g., blocking certain ports, allowing only
specific IP addresses) to protect the network.

Regularly update firewall configurations to reflect changes in network policies or
security threats.

4. Install and Configure Antivirus Software

@)

Select and install antivirus software to protect systems from malware, viruses, and
other malicious threats.

Configure the antivirus software to run regular scans, automatic updates, and real-
time protection.

Ensure that antivirus definitions are regularly updated to protect against new
threats and vulnerabilities.

5. Monitor and Maintain Network Security

o

Regularly monitor network traffic and system activities to detect any unauthorized
access or anomalies.

Update security protocols and tools based on emerging threats and vulnerabilities.
Educate users on safe network practices and ensure compliance with security
protocols.
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Tools and Materials:

e Tools/Equipment:
Firewall hardware/software (e.g., pfSense, Cisco ASA, Windows Defender

Firewall).
Network monitoring and security tools (e.g., intrusion detection/prevention

systems).
Antivirus software (e.g., Norton, McAfee, Windows Defender).

o

o Materials:

o Organizational security policies and procedures.
o Authentication method guides (e.g., MFA setup guides).
o Antivirus software manuals and documentation.
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Module-5

Module: Maintain Data backup and Recovery Systems
Unit Code: SICIP-ICT-ISS-05-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module -5

Module Title: Maintain Data Backup and Recovery Systems

Unit code: SICIP-ICT-1SS-05-0 Nominal hours: 30 Hrs.

Module Description: This module covers the skills, knowledge and attitudes required to maintain
data backup and recovery systems. It specifically includes the tasks of identifying critical data and
establish backup schedules, performing data backup using appropriate storage methods (cloud or
local), testing backup integrity to ensure data, recovering lost or corrupted data and implementing
disaster recovery procedures.

Learning Outcomes: After completing this module, the trainees will be able to:

abrowd -~

Identify critical data and establish backup schedules.

Perform data backup using appropriate storage methods (cloud or local).
Test backup integrity to ensure data.

Recover lost or corrupted data.

Implement disaster recovery procedures.

Assessment Criteria:

2 i

10.
. Backup media and storage devices are accessed using approved methods.
12.
13.
14.
15.
16.
17.
18.
19.
20.
. Disaster recovery requirements are identified.
22.
23.
24,
25.
26.

11

21

Organizational requirements for data backup are identified.

Backup methods are selected according to organizational and technical requirements.
Backup schedules are developed as per workplace standards.

Backup tools and storage media are identified and prepared as specified.

Backup requirements are identified.

Appropriate storage methods (cloud or local) are selected according to data type and
security needs.

Backup tools are configured as specified.

Data is backed up using approved methods and verified for accuracy and completeness.
Backup files are secured and stored in line with organizational standards.
Organizational requirements for backup testing are identified.

Test restorations are performed to verify the accuracy and completeness of backup data.
Backup files are validated using verification tools and checksum methods.

Restored data is compared with original data to ensure integrity and consistency.

Data recovery requirements are identified.

Recovery tools and methods are selected according to the type and extent of data loss.
Recovery processes are applied to retrieve lost or corrupted files.

Data is restored to designated systems.

Restored data is verified for accuracy, completeness, and usability.

Security measures are applied during and after recovery to protect sensitive information.

Disaster recovery plans are reviewed and updated.

Recovery roles and responsibilities are assigned and communicated.

Recovery procedures are executed using approved methods and tools.

Critical systems and data are restored to operational status within required timeframes.
System functionality is tested and verified after recovery activities.
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Information Sheet- 5.1

Learning Outcome-1: |dentify critical data and establish backup schedules.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

1.1
1.2
1.3
1.4
1.5

1.1

1.2

Organizational requirements for data backup.
Backup methods.

Backup schedules.

Backup tools

Storage media.

Organizational requirements for data backup.

Organizational requirements for data backup define the rules and practices used to protect
important data from loss, damage, or unauthorized access. These requirements ensure
business continuity and data security.

Organizations must identify critical data such as user files, databases, system
configurations, and application data. Backup frequency and schedules are defined based
on the importance of the data.

Secure backup storage is required, including on-site, off-site, or cloud-based solutions.
Access to backup data must be restricted to authorized personnel only.

Regular testing of backups and documented backup procedures are essential to ensure
data can be restored when needed. Compliance with organizational policies and legal
requirements is also part of data backup requirements.

Backup methods.

Backup methods are different ways of copying and storing data to protect it from loss or
damage. Each method is used based on data importance, storage capacity, and recovery
needs.

Full Back up

Creates a complete copy of all selected data. It requires more storage space and time but
is easy to restore.

Incremental Backup

Backs up only the data that has changed since the last backup. It saves time and storage
space.

Differential Backup

Backs up all data changed since the last full backup. It offers faster recovery than
incremental backups.
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¢ Cloud Backup
Stores backup data on remote cloud servers, allowing access and recovery from any
location.

o Snapshot Backup
Creates a quick copy of data at a specific point in time, commonly used in virtual systems
and databases.

1.3 Backup schedules.

Backup schedules define when and how often data is backed up to ensure data protection
and availability. Proper scheduling reduces the risk of data loss and supports quick
recovery.

Critical data is usually backed up daily or in real time, while less important data may be
backed up weekly. Full backups are often scheduled weekly or monthly, with incremental
or differential backups performed daily.

Backup schedules should be planned during off-peak hours to reduce system load. Regular
review and testing of backup schedules ensure that backups are completed successfully
and meet organizational requirements.

1.4 Backup tools.

Backup tools are software applications used to create, manage, and restore data backups.
These tools help protect important data and support recovery in case of system failure or
data loss.

e Windows Backup
A built-in tool in Windows used to back up files and system images.
e Veeam
Provides reliable backup and recovery solutions for virtual, physical, and cloud
environments.
e Acronis
Offers data backup, disk imaging, and system recovery with security features.
e Commvault
An enterprise-level backup and data management solution used in large organizations.
¢ Google Drive / OneDrive
Cloud-based storage tools used for file backup, synchronization, and sharing.
o Enterprise Backup Systems
Centralized solutions designed to manage backups across multiple systems and servers
in an organization.
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1.5 Storage media.

Storage media are used to store backup data securely and support data recovery when
needed. Different storage media are selected based on capacity, speed, cost, and
organizational needs.

o Local disks
Internal storage devices used for quick access and short-term backups.
o External hard drives
Portable storage devices used for backup, transfer, and off-site storage.
o NAS devices
Network-attached storage systems that provide centralized backup and shared access
over a network.
o Cloud storage
Remote storage services that allow secure off-site backups and easy access from
anywhere.
e Tape drives
Used for long-term and archival backups, especially in large organizations.
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Self - Check - 5.1
Short Questions:

1. Question: What are organizational requirements for data backup?
Answer:

2. Question: Why are data backup requirements important for an organization?
Answer:

3. Question: What are backup methods?
Answer:

4. Question: Name one common backup method.
Answer:

5. Question: What is a backup schedule?
Answer:

6. Question: Why is a backup schedule necessary?
Answer:

7. Question: What are backup tools?
Answer:

8. Question: What is storage media in data backup?
Answer:
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Answer Key - 5.1

Short Questions with Answer:

1. Question: What are organizational requirements for data backup?
Answer: They are rules and policies that define how data should be backed up and
protected.

2. Question: Why are data backup requirements important for an organization?
Answer: They prevent data loss and support data recovery during system failure.

3. Question: What are backup methods?
Answer: Backup methods are techniques used to copy and store data safely.

4. Question: Name one common backup method.
Answer: Full backup or incremental backup.

5. Question: What is a backup schedule?
Answer: A backup schedule defines when and how often data is backed up.

6. Question: Why is a backup schedule necessary?
Answer: It ensures data is backed up regularly and remains up to date.

7. Question: What are backup tools?
Answer: Software or systems used to perform and manage data backups.

8. Question: What is storage media in data backup?
Answer: Storage media are devices where backup data is stored.
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Job Sheet- 5.1

Job Name: Set Up Data Backup and Recovery Procedures.
Working Procedure/Steps:

1. Understand Organizational Requirements for Data Backup
o ldentify key data that needs to be backed up, such as critical business files,
databases, and system configurations.
o Define backup policies based on organizational needs, including data retention
periods, backup frequency, and disaster recovery requirements.
o Ensure compliance with industry regulations or internal policies regarding data
backup and storage.

2. Choose Appropriate Backup Methods
o Define different backup methods such as full backups, incremental backups, and
differential backups.
o Determine which method suits the organization's needs based on data volume,
recovery objectives, and available storage space.
o Understand the advantages and disadvantages of each method, such as time,
storage space, and recovery speed.

3. Establish Backup Schedules
o Develop and implement backup schedules that ensure timely backups without
affecting system performance.
o Determine the frequency of backups based on the criticality of the data (e.g., daily,
weekly, monthly).
o Create automated schedules to minimize human error and ensure consistency.

4. Select and Use Backup Tools
o Choose the appropriate backup tools or software (e.g., Acronis, Veeam, Windows
Backup) that support the selected backup methods and schedules.
o Install and configure backup software to handle both file-level and system-level
backups.
o Test the tools to ensure they function correctly and meet the organization’s
requirements.

5. Choose Suitable Storage Media for Backups
o ldentify the storage media for backups, such as external hard drives, cloud
storage, tape drives, or network-attached storage (NAS).
o Assess the advantages of each storage medium based on factors such as
capacity, speed, cost, and security.
o Set up appropriate storage media and configure backup paths to ensure data is
safely stored and easily accessible for recovery.

Tools and Materials:

e Tools/Equipment:
o Backup software tools (e.g., Acronis, Veeam, Backup Exec).
o Storage media (e.g., external hard drives, NAS, cloud services like Google Drive,
Dropbox, AWS).
o Network and system configuration tools for setting up backup automation.
e Materials:
o Organizational data backup policies and guidelines.
o Backup method documentation (full, incremental, differential).
o Backup schedule templates and documentation.
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Information Sheet- 5.2

Learning Outcome-2: Perform data backup using appropriate storage methods (cloud or local).

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

2.1 Backup requirements.

2.2 Appropriate storage methods (cloud or local).

2.3 Data.

2.4 Backup files

2.1 Backup requirements.
Backup requirements define the essential conditions and resources needed to perform
reliable data backup using local or cloud storage methods. These requirements ensure data
safety, availability, and successful recovery.
Backup requires identification of critical data such as documents, databases, system files,
and application data. Appropriate backup methods and storage media (local disks, external
drives, NAS, or cloud storage) must be selected based on data importance and size.
A clear backup schedule is required to determine how often data will be backed up.
Sufficient storage capacity and secure access control must be ensured to protect backup
data from unauthorized use.
Backup tools or software must be properly configured, and a stable power supply and
internet connection are required, especially for cloud backups. Regular testing and
verification of backups are essential to confirm data can be restored when needed.

2.2 Appropriate storage methods (cloud or local).

Appropriate storage methods are selected based on data importance, accessibility needs,
security, and cost. Storage can be local, cloud-based, or a combination of both.

Local storage includes internal disks, external hard drives, and NAS devices. It provides
fast access, works without internet, and is suitable for quick backup and recovery. However,
it requires physical security and is vulnerable to local damage or theft.

Cloud storage stores data on remote servers managed by service providers. It allows off-
site backup, remote access, and better protection against physical disasters. Cloud storage

requires a stable internet connection and proper access control.

Choosing the right storage method ensures secure, reliable, and efficient data backup and
recovery.
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2.3 Data.

Data refers to digital information that must be protected, stored, and backed up to ensure
business continuity and system reliability.

e Databases
Store structured information such as customer records, transactions, and system
data used by applications.
o Application Files
Include software-related files, configuration settings, and application data required
for proper operation.
e Emails
Contain official communication, attachments, and important business information.
e Multimedia
Includes images, audio, and video files used for training, communication, or
business purposes.
e Business-Critical Records
Important documents such as financial records, reports, contracts, and legal data
essential for organizational operations.

Proper identification and backup of these data types are essential for data security and
recovery.

2.4 Backup files
Backup files are copies of original data created to protect information from loss, corruption,
or system failure. These files are stored in separate locations such as local storage, external

devices, or cloud storage.

Backup files may include documents, databases, application data, emails, and system
configurations. They are created using backup tools according to a defined backup schedule.

Proper management of backup files ensures data can be restored quickly and supports
business continuity and data security.
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Self -Check - 5.2

Short Questions:

1. Question: What are backup requirements?

Answer:

2. Question: Why are backup requirements important?

Answer:

3. Question: What are appropriate storage methods for backup?

Answer:

4. Question: What is cloud backup storage?

Answer:

5. Question: What is local backup storage?

Answer:

6. Question: What is meant by data in a backup context?

Answer:

7. Question: What are backup files?

Answer:

8. Question: Why should backup files be checked regularly?
Answer:
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Answer Key - 5.2

Short Questions with Answer:

1. Question: What are backup requirements?
Answer: Backup requirements define what data must be backed up and how it should be

stored.

2. Question: Why are backup requirements important?

Answer: They ensure important data can be recovered in case of data loss.

3. Question: What are appropriate storage methods for backup?

Answer: Cloud storage and local storage.

4. Question: What is cloud backup storage?

Answer: Storing backup data on remote servers accessed through the internet.

5. Question: What is local backup storage?

Answer: Storing backup data on physical devices like external hard drives.

6. Question: What is meant by data in a backup context?

Answer: Data refers to digital information such as files, documents, and system records.

7. Question: What are backup files?

Answer: Backup files are copies of original data stored for recovery purposes.

8. Question: Why should backup files be checked regularly?

Answer: To ensure they are complete and can be restored when needed.
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Job Sheet - 5.2
Job Name: Perform Data Backup Using Cloud and Local Storage.

Working Procedures/Steps:
1. Understand Backup Requirements

o Identify the types of data to be backed up (e.g., system files, user data,
applications, databases).
o Define the required backup frequency (e.g., daily, weekly) and retention period for
backup data.
o Establish backup objectives, including disaster recovery and business continuity
goals.
2. Select Appropriate Storage Methods (Cloud or Local)

o Understand the advantages and limitations of cloud storage (e.g., accessibility,
scalability, security) vs. local storage (e.g., speed, control, one-time cost).

o Choose cloud-based backup services (e.g., Google Drive, Dropbox, AWS,
OneDrive) or local storage solutions (e.g., external hard drives, NAS) based on
organizational needs and backup requirements.

o Evaluate factors such as cost, storage capacity, data transfer speed, and data
security when choosing the storage method.

3. Perform Data Backup

o Organize the data for backup by grouping critical files, folders, and systems based
on their importance and frequency of change.
o Use backup software (e.g., Acronis, Veeam, or built-in OS tools) to initiate
backups to the chosen storage method (cloud or local).
o If using cloud storage, ensure a stable internet connection for efficient backup
performance.
4. Backup Files and Verify Data Integrity

o Ensure the correct files and data are selected for backup and confirm that no
important data is left out.
Perform a test restore to verify the integrity and usability of the backed-up data.
If backing up to local storage, ensure that the storage media is properly connected
and formatted.
5. Schedule and Automate Backups

o Set up automated backup schedules using backup software or cloud storage
services to ensure backups occur regularly without manual intervention.

o Ensure that backup software is configured to handle incremental or differential
backups for efficiency.

Tools and Materials:
e Tools/Equipment:

o Backup software tools (e.g., Acronis, Veeam, Windows Backup).
o Cloud storage services (e.g., Google Drive, AWS, OneDrive, Dropbox).
o Local storage media (e.g., external hard drives, NAS, USB drives).

o Materials:

o Backup scheduling documentation or software settings guides.
o Storage capacity guides for choosing the right cloud or local backup solution.
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Information sheet- 5.3

Learning Outcome-3: Test backup integrity to ensure data.

Learning Objective: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

3.1 Organizational requirements for backup testing.

3.2 Test restorations.

3.3 Verification tools and checksum methods.

3.1 Organizational requirements for backup testing.
Organizational requirements for backup testing define how backups are checked to ensure
data is complete, accurate, and recoverable. Backup testing is essential to confirm that
backed-up data can be restored when needed.
Organizations must perform regular backup testing based on defined schedules. Critical data
backups are tested more frequently to reduce the risk of data loss.
Backup testing should include restoring sample files, databases, or system images to verify
data integrity. Tests must be conducted in a controlled environment to avoid affecting live
systems.
All backup test results must be documented, including test date, data tested, success or
failure, and corrective actions taken. Only authorized personnel are allowed to perform
backup testing to maintain data security and compliance.
Regular backup testing ensures reliable data recovery and supports business continuity.

3.2 Test restorations.

Test restoration is the process of restoring backed-up data to verify that backups are working
correctly and data can be recovered when needed. It confirms the reliability and integrity of
backup files.

During test restoration, selected files, folders, or databases are restored from backup storage
to a test system or separate location. The restored data is then checked to ensure it is
complete, accurate, and usable.

Test restorations should be performed regularly, especially for critical data. Results of the

test restoration must be documented to identify any issues and ensure readiness for real
data recovery situations.
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3.3 Verification tools and checksum methods.

Backup integrity testing ensures that backed-up data is accurate, complete, and recoverable.
Organizations use specific tools and methods to validate backup reliability.

e Tools

Backup software validation features automatically verify backup completeness and
report errors.

Third-party integrity checkers are used to independently confirm data accuracy.
Command-line utilities help perform advanced checks and validations through
system commands.

e Methods

Checksum methods such as MD5 or SHA are used to verify data integrity by
comparing hash values.

File comparison checks original files against backup copies to detect differences.
Log file review examines backup logs for errors, warnings, or failures.

Test restores involve restoring selected data to confirm that backups can be
successfully recovered.

Using proper tools and methods ensures reliable backup integrity and data protection.
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Self-check -5.3
Short Questions:

1. Question: What are organizational requirements for backup testing?

Answer:

2. Question: Why is backup testing important for an organization?

Answer:

3. Question: What is a test restoration?

Answer:

4. Question: When should test restorations be performed?

Answer:

5. Question: What are verification tools in backup testing?

Answer:

6. Question: What is a checksum?

Answer:

7. Question: Why are checksum methods used in backup testing?

Answer:

8. Question: What should be done if a backup test fails?

Answer:
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Answer Key — 5.3

Short Questions with Answer:

1. Question: What are organizational requirements for backup testing?

Answer: They are rules that define how often and how backups must be tested.

2. Question: Why is backup testing important for an organization?

Answer: It ensures that backed-up data can be successfully restored.

3. Question: What is a test restoration?

Answer: A test restoration is the process of restoring backup data to check its usability.

4. Question: When should test restorations be performed?

Answer: According to the organization’s backup testing schedule.

5. Question: What are verification tools in backup testing?

Answer: Tools used to confirm the accuracy and integrity of backup data.

6. Question: What is a checksum?
Answer: A checksum is a value used to verify that data has not been altered or

corrupted.

7. Question: Why are checksum methods used in backup testing?

Answer: They help detect data corruption in backup files.

8. Question: What should be done if a backup test fails?

Answer: |dentify the issue and repeat the backup and testing process.
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Job sheet- 5.3

Job Name: Test and Verify Backup Integrity.

Working Procedure / Steps:

1. Understand Organizational Requirements for Backup Testing

o Define the importance of backup testing for ensuring data reliability and availability
in case of system failure or data loss.

o ldentify organizational requirements for backup testing, including how frequently
tests should be conducted and which types of data need to be prioritized for
restoration tests.

o Ensure compliance with industry regulations and internal policies regarding
backup testing and data recovery.

2. Perform Test Restorations

o Select a sample of backed-up data to perform a test restoration.
Initiate the restoration process to a test environment or secondary system to
ensure that the data is accessible and functions correctly when restored.
o Verify the restored data to confirm it matches the original data without corruption
or loss.
3. Use Verification Tools and Checksum Methods

o Utilize verification tools (e.g., built-in software utilities or third-party tools) to
validate the integrity of backups.
o Apply checksum methods (e.g., MD5, SHA-1, SHA-256) to verify that the backup
data is intact and has not been altered or corrupted during storage.
o Compare the checksum value of the original data with the checksum value of the
restored data to ensure consistency.
4. Document and Review Backup Testing Results

o Record the results of the test restoration and any issues encountered during the
process.

o Create a report detailing the verification tools used, checksum results, and any
discrepancies found in the test restoration.

o Recommend any necessary adjustments to backup procedures based on the test
results.

Tools and Materials:
e Tools/Equipment:

o Backup verification tools (e.g., Veeam, Acronis, or built-in OS verification utilities).
o Checksum calculation tools (e.g., md5sum, sha256sum, or third-party tools).
o Test environment or secondary system for performing test restorations.

e Materials:

o Backup logs and documentation for review.
o Data integrity and restoration test reports.
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Information sheet- 5.4

Learning Outcome-4: Recover lost or corrupted data.

Learning Objective: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

4.1 Data recovery requirements.

4.2 Recovery tools and methods.

4.3 Recovery processes.

4.4 Security measures.

4.1 Data recovery requirements.
Data recovery requirements define the conditions and resources needed to restore lost or
corrupted data effectively. These requirements ensure minimal downtime and accurate
recovery.
Recovery requires valid and verified backups stored on reliable media (local, NAS, or cloud).
Access credentials and permissions must be available to restore data securely.
Appropriate recovery tools or software are required, compatible with the data type and
backup format. A recovery plan should define priorities, steps, and responsibilities, especially
for business-critical data.
Recovery must be performed in a controlled environment to avoid overwriting data. Testing
and validation are required after recovery to confirm data integrity and usability.
Proper documentation and trained personnel are essential to ensure timely and successful
data recovery.

4.2 Recovery tools and methods.

Recovery tools and methods are used to restore lost, deleted, or corrupted data and ensure
business continuity.

Recovery Tools

e Recuva is used to recover deleted files from disks and external storage.

o EaseUS provides user-friendly recovery for files, partitions, and system crashes.

o Stellar Data Recovery supports advanced recovery from damaged drives and
formatted storage.

e Ontrack is used for professional and enterprise-level data recovery.

e TestDisk is an open-source tool used to recover lost partitions and repair file
systems.
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4.3

4.4

¢ Built-in OS Recovery Utilities provide basic recovery options such as system restore
and file recovery.

Recovery Methods

o Data recovery software scans storage devices to retrieve lost or deleted files.

o Backup restoration recovers data from previously created backups.

¢ File system repair fixes corrupted file systems to regain access to data.

o RAID recovery restores data from failed or damaged RAID systems.

e Cloud recovery tools recover data from cloud backup or storage services.

e Professional recovery services are used when data loss is severe or software
recovery fails.

Using appropriate tools and methods ensures effective and reliable data recovery.

Recovery processes.

Recovery processes are the structured steps followed to restore lost, deleted, or corrupted
data safely and accurately. These processes help ensure minimal data loss and quick system
recovery.

The process starts by identifying the data loss issue and determining the type and extent of
damage. Next, the source of recovery is selected, such as backup storage, recovery
software, or cloud services.

Data is then recovered in a controlled environment to avoid overwriting existing data. After
recovery, the data is verified and tested to ensure accuracy and usability.

Finally, systems are returned to normal operation, and the recovery activity is documented
for future reference and improvement of recovery plans.

Security measures.

Security measures are applied during and after data recovery to protect recovered data from
unauthorized access and threats. These measures ensure data confidentiality, integrity, and
safety.

e Encryption is used to protect data during storage and transfer.
e Access control ensures that only authorized users can access recovered data.
e Antivirus scanning after recovery checks restored files for malware or security
threats before use.
e Secure transfer protocols such as HTTPS, SFTP, or encrypted channels are used
when transferring recovered data.
Applying these security measures helps maintain data protection and organizational security
during recovery activities.
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Self-check - 5.4
Short Questions:

1. Question: What are data recovery requirements?

Answer:

2. Question: Why are data recovery requirements important?

Answer:

3. Question: What are recovery tools?

Answer:

4. Question: Give one example of a data recovery method.

Answer:

5. Question: What is a recovery process?

Answer:

6. Question: Why should recovery processes be documented?

Answer:

7. Question: What are security measures in data recovery?

Answer:

8. Question: Give one example of a data recovery security measure.

Answer:
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Answer Key - 5.4

Short Questions with Answer:

1. Question: What are data recovery requirements?
Answer: Data recovery requirements define how lost or damaged data should be

restored.

2. Question: Why are data recovery requirements important?

Answer: They ensure data can be recovered quickly and safely after data loss.

3. Question: What are recovery tools?

Answer: Recovery tools are software or utilities used to restore lost or corrupted data.

4. Question: Give one example of a data recovery method.

Answer: Restoring data from a backup.

5. Question: What is a recovery process?

Answer: A recovery process is the step-by-step procedure to restore data or systems.

6. Question: Why should recovery processes be documented?

Answer: Documentation ensures recovery can be done correctly and consistently.

7. Question: What are security measures in data recovery?

Answer: Security measures protect data from unauthorized access during recovery.

8. Question: Give one example of a data recovery security measure.

Answer: Access control or data encryption.

145
IT Support Service



Job sheet- 5.4

Job Name: Perform Data Recovery and Restoration.

Working Procedure / Steps:

1. Understand Data Recovery Requirements

o

Define the organizational and technical requirements for data recovery, including
which types of data need to be prioritized for recovery (e.g., critical business files,
databases).

Understand the impact of data loss on the organization and the importance of
implementing an efficient recovery plan.

2. Select Recovery Tools and Methods

@)

Identify the appropriate data recovery tools and software (e.g., Recuva, EaseUS,
Stellar Data Recovery) based on the type of data loss and the storage medium (e.qg.,
hard drives, SSDs, cloud storage).

Choose between software-based recovery, hardware-based recovery, and cloud
recovery solutions depending on the situation.

3. Perform the Data Recovery Process

o

Follow the on-screen instructions to recover the data, ensuring minimal changes to
the original data to avoid overwriting important files.

Recover files in a systematic manner, saving recovered data to a different storage
device to prevent further data corruption.

4. Verify Data Integrity After Recovery

@)

o

Check the file contents, formatting, and metadata to confirm that the recovery
process has not resulted in corruption or loss.

Test the recovered data by opening and interacting with files to ensure they work
as expected.

5. Implement Security Measures During Recovery

@)

Ensure that the recovery process is conducted in a secure environment to prevent
unauthorized access or data leakage.

Use encryption tools to protect sensitive data during the recovery process.

Ensure that backup copies of recovered data are properly secured and stored to
prevent future loss.

Tools and Materials:

e Tools/Equipment:

o

Data recovery software (e.g., Recuva, EaseUS, Stellar Data Recovery).
Storage media for saving recovered files (e.g., external hard drives, cloud
storage).

Encryption and security software for protecting sensitive data during recovery.

o Materials:

o

o

o

Data recovery manuals or user guides for specific software tools.
System and storage device documentation for identifying lost or corrupted data.
Backup logs and history for verifying the success of the recovery process.
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Information sheet- 5.5

Learning Outcome-5: Implement disaster recovery procedures.

Learning Objective: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

5.1 Disaster recovery requirements.

5.2 Disaster recovery plans.

5.3 Recovery roles and responsibilities.

5.4 Recovery procedures.

5.5 System functionality.

5.1 Disaster recovery requirements.
Disaster recovery requirements define the resources, plans, and actions needed to restore
IT systems and data after a major disruption such as hardware failure, cyberattack, fire, or
natural disaster.
Organizations must have a documented disaster recovery plan (DRP) that defines roles,
responsibilities, and recovery steps. Critical systems, applications, and data must be clearly
identified and prioritized.
Reliable backup and recovery systems are required, including off-site or cloud-based
backups. Recovery time objectives (RTO) and recovery point objectives (RPO) must be
defined to limit downtime and data loss.
Adequate infrastructure, such as alternate sites, power backup, and network connectivity, is
necessary. Regular testing and drills are required to ensure disaster recovery procedures
work effectively.
Proper documentation, trained personnel, and security controls are essential to ensure a
successful and secure disaster recovery process.

5.2 Disaster recovery plans.

Disaster recovery plans define how an organization responds to and recovers from disruptive
events to ensure continued operations and system restoration.

e Business Continuity Plan (BCP)
Ensures that critical business operations continue during and after a disaster. It
focuses on maintaining essential services, processes, and resources.

e Disaster Recovery Plan (DRP)

Provides detailed procedures to restore IT systems, data, and infrastructure after a
disaster. It includes recovery priorities, backup usage, and system restoration steps.
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5.3

5.4

5.5

e Emergency Response Plan
Defines immediate actions to protect people, assets, and systems during an
emergency. It includes evacuation procedures, communication protocols, and initial
incident response.

Together, these plans ensure organizational resilience, minimal downtime, and effective
recovery from disasters.

Recovery roles and responsibilities.

Recovery roles and responsibilities define who does what during disaster recovery to ensure
fast, coordinated, and safe system restoration.

Management is responsible for approving recovery actions, allocating resources, and
communicating with stakeholders. The IT recovery team restores systems, networks, and
data according to the disaster recovery plan.

System and network administrators handle server, network, and application recovery tasks.
Backup and data officers manage data restoration and verify data integrity.

Security personnel ensure recovered systems are secure and free from threats. Users follow
instructions and report issues after recovery.

Clear roles and responsibilities help reduce confusion, speed up recovery, and ensure
effective disaster recovery operations.

Recovery procedures.

Recovery procedures are the standard steps followed to restore IT systems and services
after a disaster or major failure. These procedures help minimize downtime and data loss.

o Backup restoration is used to recover data and system files from local, off-site, or
cloud backups.

e System rebuilds involve reinstalling operating systems, applications, and
configurations on repaired or new hardware.

¢ Cloud-based recovery restores systems and data from cloud platforms, enabling
faster and remote recovery.

o Failover procedures switch operations to backup systems or alternate sites when
the primary system fails.

¢ Redundant systems utilization ensures continued operation by using duplicate
systems, servers, or network paths.

System functionality.
System functionality refers to the ability of IT systems to operate correctly after recovery

activities are completed. It ensures that systems, applications, and services perform as
expected and support normal business operations.
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After recovery, system functionality is checked to confirm that operating systems,
applications, and network services are running properly. Data accessibility, user access, and
system performance are verified.

Security controls such as antivirus, firewall, and access permissions are also reviewed to
ensure the system is safe to use. Proper validation of system functionality confirms that
recovery was successful and the system is ready for normal use.
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Self-check - 5.5

Short Questions:

1. Question: What are disaster recovery requirements?

Answer:

2. Question: Why are disaster recovery requirements important?

Answer:

3. Question: What is a disaster recovery plan?

Answer:

4. Question: What is the purpose of a disaster recovery plan?

Answer:

5. Question: What are recovery roles and responsibilities?

Answer:

6. Question: Why are clear recovery roles important?

Answer:

7. Question: What are recovery procedures?

Answer:

8. Question: What is meant by system functionality after recovery?

Answer:
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Answer Key — 5.5

Short Questions with Answer:

1. Question: What are disaster recovery requirements?
Answer: Disaster recovery requirements define what is needed to restore systems after a

disaster.

2. Question: Why are disaster recovery requirements important?

Answer: They ensure quick system recovery and reduce downtime.

3. Question: What is a disaster recovery plan?
Answer: A disaster recovery plan is a documented strategy for restoring IT systems after

a disaster.

4. Question: What is the purpose of a disaster recovery plan?

Answer: To guide recovery actions in an organized and effective way.

5. Question: What are recovery roles and responsibilities?

Answer: They define who is responsible for specific recovery tasks.

6. Question: Why are clear recovery roles important?

Answer: They prevent confusion and speed up the recovery process.

7. Question: What are recovery procedures?

Answer: Recovery procedures are step-by-step instructions to restore systems and data.

8. Question: What is meant by system functionality after recovery?

Answer: It means the system is working correctly as expected.
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Job sheet - 5.5

Job Name: Execute Disaster Recovery Procedures.

Working Procedure / Steps:

1. Understand Disaster Recovery Requirements
o Define the organizational needs for disaster recovery, including the types of
disasters (e.g., natural disasters, cyberattacks, hardware failures) that could
impact business operations.
o Assess recovery time objectives (RTO) and recovery point objectives (RPO) to
determine acceptable downtime and data loss.
2. Develop Disaster Recovery Plans
o Create a disaster recovery plan (DRP) that outlines the strategies for recovering
critical systems, applications, and data.
o Document recovery priorities, backup and restoration procedures, and any
necessary contingencies for different disaster scenarios.
3. Define Recovery Roles and Responsibilities
o Assign roles and responsibilities to key personnel involved in the recovery
process, including IT staff, management, and external partners.
o Ensure that each person understands their responsibilities during and after a
disaster to facilitate quick and organized recovery.
o Set up a communication plan to ensure that all involved parties are informed of
recovery efforts.
4. Follow Recovery Procedures
o Implement recovery procedures as outlined in the DRP, starting with assessing
the damage, activating the plan, and recovering essential systems and data.
o Use backup systems and resources to restore data and services, ensuring that
systems are brought online in a prioritized manner.
o Perform incremental recovery steps as required, testing each system for
functionality before moving to the next stage.
5. Verify System Functionality After Recovery
o Test and verify the functionality of systems and applications once they are
restored to ensure they are operating as expected.
o Check system performance, verify that data integrity is intact, and confirm that
critical applications are accessible.

Tools and Materials:

e Tools/Equipment:
o Disaster recovery software and tools (e.g., Veeam, Acronis, backup software).
o Communication tools for coordinating recovery efforts (e.g., phone systems, email,
messaging platforms).
o Backup systems and cloud storage for data recovery.
e Materials:
o Disaster recovery plans and documentation.
o Contact lists and communication templates for disaster recovery teams.
o System and data logs for verifying system recovery.
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Module-6

Module: Implement Cybersecurity Measures
Unit Code: SICIP-ICT-ISS-06-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module-6

Module Title: Implementing Cybersecurity Measures.

Unit Code: SICIP-ICT-ISS-06-O Nominal Hours: 30 Hrs.

Module Descriptions: This module covers the skills, knowledge, and attitudes required to
implement cybersecurity measures. It specifically includes the tasks of identifying security risks
and system vulnerabilities, applying antivirus, anti-malware and firewall protections, configuring
user access controlling and permissions, monitoring system and network activity for threats.

Learning Outcomes: After completing of this module, the trainee will be able to;

Identify security risks and system vulnerabilities
Apply antivirus, anti-malware, and firewall protections
Configure user access controls and permissions
Monitor system and network activity for threats

A\

Assessment Criteria:

—

Security policies and requirements are reviewed and interpreted.

System components, applications, and network devices are inspected to detect potential

vulnerabilities.

Security risks are assessed using approved risk identification methods and tools.

Threats, weaknesses, and possible points of compromise are identified.

Vulnerability scans and tests are conducted according to organizational procedures.

Findings are analyzed and prioritized based on potential impact and likelihood.

Antivirus and anti-malware software are installed and updated according to vendor and

workplace guidelines.

Firewall settings are configured as per organizational standards and security requirements.

. System scans and threat detection are scheduled and executed using approved methods.

10. Detected threats and vulnerabilities are quarantined, removed, or mitigated following
approved procedures.

11. User accounts are created, modified, or disabled.

12. Access permissions are assigned according to roles, responsibilities, and authorization
levels.

13. Authentication methods are applied in line with organizational security standards.

14. Access restrictions and privileges are tested.

15. User access activity is monitored and logged to detect unauthorized attempts.

16. Monitoring tools are selected and applied according to specifications.

17. System and network activity logs are collected and reviewed regularly.

18. Alerts and notifications of suspicious activity are received, acknowledged, and recorded.

19. Potential security threats and vulnerabilities are identified through analysis of activity data.

20. Detected threats are escalated and corrective actions are applied.

21. Monitoring results, incidents, and actions taken are documented.

NoOas~w D

©
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Information Sheet- 6.1

Learning Outcome-1: |dentify security risks and system vulnerabilities.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

1.1 Security policies and requirements.

1.2 System components, applications, and network devices.
1.3 Security risks

1.4 Risk identification methods and tools.

1.1 Security policies and requirements.

Security policies and requirements define the rules, standards, and controls used to protect
IT systems, networks, and data from security risks and vulnerabilities.

These policies specify user access rules, password standards, and authentication methods
to prevent unauthorized access. They also define acceptable use of systems, devices, and
network resources.

Security requirements include regular system updates, antivirus protection, firewall
configuration, and data backup practices. Monitoring, logging, and incident reporting are
required to detect and respond to security threats.

Following security policies and requirements helps reduce system vulnerabilities, protect
sensitive information, and maintain a secure IT environment.

1.2 System components, applications, and network devices.

System components, applications, and network devices are the core elements of an IT
environment that must be secured to reduce risks and vulnerabilities.

System components include hardware such as computers, servers, storage devices, and
operating systems. Weak configurations, outdated hardware, or missing updates can create
security vulnerabilities.

Applications include operating systems, office software, browsers, and business
applications. Unpatched software, insecure settings, or unauthorized applications can
expose systems to malware and attacks.

Network devices such as routers, switches, access points, and firewalls control data
communication. Poor configuration, weak passwords, or outdated firmware can lead to
network security breaches.

Proper management, regular updates, and secure configuration of these elements are
essential to maintain a safe and reliable IT system.
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1.3 Security risks

1.4

Security risks are conditions or weaknesses that can expose IT systems to attacks or
unauthorized access.

Outdated software may contain known vulnerabilities that attackers can exploit.
Misconfigured devices can allow unauthorized access or system misuse.
Weak passwords make systems easy to break into.

Unpatched systems remain exposed to security flaws.

Open ports can be used as entry points by attackers.

Malware such as viruses or spyware can damage systems and steal data.
Phishing threats trick users into revealing sensitive information.

Identifying these security risks is essential to protect systems and networks.

Risk identification methods and tools.

Organizations use specific methods and tools to identify security risks and system
vulnerabilities effectively.

Methods

Vulnerability scanning is used to detect known security weaknesses in systems and
networks.

Penetration testing simulates real attacks to identify exploitable vulnerabilities.
Configuration audits check system and network settings against security standards.
Security checklists ensure that required security controls are in place.

Threat modeling identifies possible threats and assesses their impact on systems.

Nessus scans systems for known vulnerabilities and misconfigurations.

OpenVAS is an open-source vulnerability scanning tool.

Qualys provides cloud-based vulnerability management and compliance checks.
Nmap scans networks to discover devices, open ports, and services.

Wireshark analyzes network traffic to detect suspicious activity.

Built-in OS security tools help check system security status, updates, and basic
protections.
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Self-Check - 6.1

Short Questions:

1. Question: What are security policies and requirements?

Answer:

2. Question: Why are security policies important in an organization?

Answer:

3. Question: What are system components in IT security?

Answer:

4. Question: What are applications and network devices?

Answer:

5. Question: What are security risks?

Answer:

6. Question: Give one example of a security risk.

Answer:

7. Question: What is risk identification?

Answer:

8. Question: Name one risk identification method or tool.

Answer:
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Answer Key - 6.1

Short Questions with Answers:

1. Question: What are security policies and requirements?

Answer: They are rules and guidelines used to protect systems, data, and networks.

2. Question: Why are security policies important in an organization?

Answer: They help prevent security breaches and misuse of systems.

3. Question: What are system components in IT security?

Answer: System components are hardware and software parts that need protection.

4. Question: What are applications and network devices?
Answer: Applications are software programs, and network devices are equipment like

routers and switches.

5. Question: What are security risks?

Answer: Security risks are potential threats that can harm systems or data.

6. Question: Give one example of a security risk.

Answer: Malware infection or unauthorized access.

7. Question: What is risk identification?

Answer: Risk identification is the process of finding possible security threats.

8. Question: Name one risk identification method or tool.

Answer: Security audits or vulnerability scanning tools.
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Job Sheet — 6.1

Job Name: Assess Security Risks and Vulnerabilities.

Working Procedure/Steps:

1. Understand Security Policies and Requirements

o Review organizational security policies and regulatory requirements (e.g., GDPR,
HIPAA, PCI-DSS) that define the framework for securing systems, data, and

networks.
o Understand the roles of security policies in protecting against potential risks and

ensuring compliance.
o Define the organization's security objectives to mitigate potential threats and

vulnerabilities.
2. Assess System Components, Applications, and Network Devices

o Identify and evaluate the critical system components such as servers, workstations,
operating systems, and applications that need to be protected.

o Assess the security features of network devices, including routers, switches,
firewalls, and access points, to ensure they are configured for optimal protection.

o Check for outdated or unpatched software that may introduce vulnerabilities.

3. Identify Security Risks

o Identify common security risks such as malware, phishing, insider threats, data
breaches, and denial-of-service (DoS) attacks.
o Evaluate the severity of each risk and determine the potential impact on the system,

applications, and network infrastructure.
o Understand how different security risks exploit vulnerabilities in system components

or network devices.
4. Use Risk Identification Methods and Tools

o Implement risk identification methods such as vulnerability assessments,
penetration testing, and risk analysis frameworks (e.g., NIST, ISO 27001).
o Utilize security tools (e.g., Nessus, OpenVAS, Wireshark) to scan for vulnerabilities,

misconfigurations, and security loopholes.
o Document identified risks, vulnerabilities, and their potential impact on system

security.
Tools and Materials:

e Tools/Equipment:

o Security assessment tools (e.g., Nessus, OpenVAS, Wireshark, Metasploit).
Vulnerability scanners and penetration testing tools.
Network monitoring tools for identifying unusual traffic patterns (e.g., Wireshark,

SolarWinds).
o Materials:

o Security policy and compliance documentation.
o Risk assessment templates and guides for vulnerability reporting.
o System and application logs for identifying potential vulnerabilities.
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Information Sheet- 6.2

Learning Outcome-2: Apply antivirus, anti-malware, and firewall protections.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:
2.1 Antivirus and anti-malware software.
2.2 Firewall settings.
2.3 Detected threats and vulnerabilities.
2.1 Antivirus and anti-malware software.
Antivirus and anti-malware software are used to protect computer systems and networks
from viruses, spyware, ransomware, and other malicious threats. These tools help detect,
block, and remove harmful software to maintain system security.
o Kaspersky provides strong real-time protection against viruses, malware, and online
threats.
¢ Norton offers antivirus protection along with firewall and identity protection features.
o McAfee delivers malware protection, web security, and system monitoring tools.
e Malwarebytes is used to detect and remove advanced malware and unwanted
programs.
e Firewalls control incoming and outgoing network traffic based on security rules to
prevent unauthorized access.
¢ Endpoint security suites combine antivirus, firewall, device control, and centralized
management to protect multiple systems in an organization.
Using updated antivirus, anti-malware, and firewall solutions is essential for protecting IT
systems and reducing security risks.
2.2 Firewall settings.

Firewall settings define how network traffic is allowed or blocked to protect systems from
unauthorized access and security threats. Proper firewall configuration is essential for
system and network security.

Firewall settings include allowing trusted traffic and blocking suspicious or unknown
connections. Rules are set based on IP address, port number, protocol, or application.

Inbound rules control traffic coming into the system, while outbound rules manage traffic
leaving the system. Logging and alerts are enabled to monitor suspicious activities.

Regular review and updates of firewall settings help maintain strong protection and reduce
security risks.
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2.3 Detected threats and vulnerabilities.

Detected threats and vulnerabilities are security weaknesses or malicious activities identified
within IT systems and networks. Identifying them early helps prevent damage and data loss.

Threats may include malware infections, phishing attempts, unauthorized access, or
suspicious network traffic. Vulnerabilities are weaknesses such as outdated software, weak
passwords, open ports, or misconfigured systems that attackers can exploit.

Detection is done using antivirus software, vulnerability scanning tools, firewalls, and system
logs. Once detected, threats must be removed and vulnerabilities fixed through updates,
configuration changes, and security controls.

Regular monitoring and timely action reduce security risks and help maintain a secure IT
environment.
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Self-Check — 6.2
Short Questions:

1. Question: What is antivirus software?

Answer:

2. Question: What is anti-malware software?

Answer:

3. Question: Why are antivirus and anti-malware software important?

Answer:

4. Question: What are firewall settings?

Answer:

5. Question: Why should firewall settings be configured properly?

Answer:

6. Question: What are detected threats and vulnerabilities?

Answer:
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Answer Key - 6.2

Short Questions with Answers:

1. Question: What is antivirus software?

Answer: Antivirus software detects and removes computer viruses.

2. Question: What is anti-malware software?
Answer: Anti-malware software protects systems from various types of malicious

software.

3. Question: Why are antivirus and anti-malware software important?

Answer: They protect systems from security threats and data loss.

4. Question: What are firewall settings?

Answer: Firewall settings control which network traffic is allowed or blocked.

5. Question: Why should firewall settings be configured properly?

Answer: Proper configuration prevents unauthorized access to the system.

6. Question: What are detected threats and vulnerabilities?

Answer: They are identified security weaknesses or attacks found in a system.
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Job Sheet- 6.2
Job Name: Implement Antivirus, Anti-Malware, and Firewall Protections.
Working Procedure/Steps:
1. Understand Antivirus and Anti-Malware Software

o Define the role of antivirus and anti-malware software in protecting systems
against malicious software.
o Install and configure antivirus/anti-malware software to ensure it provides
comprehensive protection for the system.
2. Configure Antivirus and Anti-Malware Protection

Set up scheduled scans to detect and remove potential threats.
Enable real-time protection to continuously monitor system files and network
activity for malware.
o Perform a full system scan to ensure no hidden threats are present.
3. Set Up Firewall Settings

o Configure firewall settings to control network traffic and block unauthorized
access.
o Define rules to allow or block incoming and outgoing network connections based
on trusted sources and applications.
o Enable and configure a host-based firewall on individual devices or use a network
firewall for comprehensive protection.
4. Monitor Detected Threats and Vulnerabilities

o Analyze and prioritize identified threats based on their severity and potential
impact on system security.
o Take appropriate actions to mitigate or resolve detected threats, such as
quarantining files, updating software, or adjusting firewall rules.
5. Maintain and Update Protection Mechanisms

o Regularly update antivirus and anti-malware software to include the latest threat
definitions and security patches.
o Ensure the firewall configurations remain up to date with the latest security
policies and organizational requirements.
o Periodically test the protection mechanisms to verify that they are functioning as
intended and properly securing the system.
Tools and Materials:

o Tools/Equipment:

o Antivirus and anti-malware software (e.g., Norton, McAfee, Bitdefender,
Malwarebytes).
o Firewall software (e.g., Windows Firewall, ZoneAlarm, hardware firewalls like
Cisco ASA).
¢ Materials:

o User manuals for configuring and maintaining antivirus, anti-malware, and firewall
software.
o Threat and vulnerability reports for analyzing system security risks.
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Information Sheet- 6.3

Learning Outcome-3: Configure user access controls and permissions.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:
3.1 User accounts.
3.2 Access permissions.
3.3 Authentication methods.
3.1 User accounts.
User accounts are used to control access to computer systems, networks, and applications.
Proper management of user accounts helps protect systems and data from unauthorized
use.
¢ New users: Accounts created for newly joined users with appropriate access based
on their role.
o Existing users: Active accounts of current users that must be reviewed and
updated as responsibilities change.
o Temporary accounts: Short-term accounts created for interns, consultants, or
visitors and disabled after use.
¢ Administrative accounts: Accounts with elevated privileges used for system
management and configuration tasks.
o Guest accounts: Limited-access accounts used for basic or temporary system
access.
Correct handling of user accounts ensures secure access control and system integrity.
3.2 Access permissions.

Access permissions define what actions a user is allowed to perform on files, systems, or
applications. Proper permission settings help protect data and prevent unauthorized actions.

¢ Read: Allows users to view files or data without making changes.

e Write: Allows users to create or change files and data.

o Execute: Allows users to run programs or applications.

o Delete: Allows users to remove files or data from the system.

¢ Modify: Allows users to change existing files, including read, write, and delete
actions.

e Administrative privileges: Provide full system control, including installing software,
changing settings, and managing other user accounts.

Correct access permissions ensure system security and controlled user access.
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3.3 Authentication methods.

Authentication methods are used to verify the identity of users before granting access to
systems, networks, or applications. Strong authentication reduces the risk of unauthorized
access.

o Passwords: A common method where users enter a secret text to access systems.
Strong passwords improve security.

o Security Tokens: Physical or digital devices that generate security codes for user
authentication.

¢ Smart Cards: Cards with embedded chips used to authenticate users when
inserted into a reader.

o One-Time Password (OTP): A temporary password generated for a single login
session, adding extra security.

o Biometric Verification: Uses unique physical characteristics such as fingerprint or
facial recognition for authentication.

Using appropriate authentication methods ensures secure and controlled system access.
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Self-Check- 6.3

Short Questions:

1. Question: What is a user account?

Answer:

2. Question: Why are user accounts important?

Answer:

3. Question: What are access permissions?

Answer:

4. Question: Give one example of an access permission.

Answer:

5. Question: What is authentication?

Answer:

6. Question: Name one common authentication method.

Answer:
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Answer Key — 6.3

Short Questions with Answers:

1. Question: What is a user account?
Answer: A user account is an identity created to allow a person to use a computer

system.

2. Question: Why are user accounts important?

Answer: They help control access and track user activities.

3. Question: What are access permissions?

Answer: Access permissions define what actions a user can perform on a system.

4. Question: Give one example of an access permission.

Answer: Read, write, or execute permission.

5. Question: What is authentication?

Answer: Authentication is the process of verifying a user’s identity.

6. Question: Name one common authentication method.

Answer: Username and password.
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Job Sheet- 6.3

Job Name: Manage User Access and Permissions.
Working Procedure/Steps:
1. Understand User Accounts

o Define the purpose and types of user accounts (e.g., administrator, standard user,
guest).
o Set up new user accounts and assign appropriate roles based on the user’s job
responsibilities.
o Ensure proper configuration of user account details such as username, password,
and associated privileges.
2. Assign Access Permissions

Set permissions for user accounts based on their roles (e.g., read, write, execute).
o Implement least-privilege access to ensure users only have access to necessary
files and resources.
o Manage group permissions to efficiently assign access rights across multiple
users.
3. Configure Authentication Methods

o Set up authentication methods such as passwords, biometrics, or multi-factor
authentication (MFA) for verifying user identity.
o Define and enforce password policies (e.g., complexity, length, expiration) to
enhance security.
o Configure MFA for critical systems to provide an added layer of security.
4. Monitor and Review User Access

o Periodically review and update user accounts, roles, and permissions to ensure
they are still appropriate.

o Audit user activities and logs to detect unauthorized access or misuse of
resources.

o Remove inactive or unnecessary accounts promptly to reduce potential security
risks.

Tools and Materials:
e Tools/Equipment:

o User management tools (e.g., Active Directory, Linux user management).
o Access control software (e.g., RBAC tools, file permission management).
o Multi-factor authentication systems.

o Materials:

o Organizational security policies and access control guidelines.
o Access permission documentation (e.g., matrices and templates).
o Authentication configuration manuals and guides.
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Information Sheet- 6.4

Learning Outcome-4: Monitor system and network activity for threats.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:
4.1 Monitoring tools.
4.2 System and network activity logs.
4.3 Security threats and vulnerabilities.
4.1 Monitoring tools.
Monitoring tools are used to observe system activity, detect security threats, and maintain a
secure IT environment. These tools help identify unusual behavior and respond to incidents
quickly.
o SIEM tools: Collect and analyze security logs from different systems to detect
threats and security incidents.
¢ Intrusion Detection / Prevention Systems (IDS/IPS): Detect suspicious network
activities and block potential attacks in real time.
e Antivirus / Antimalware Dashboards: Provide real-time status of malware
protection, scans, and detected threats.
¢ Firewall Logs: Record allowed and blocked network traffic to help identify
unauthorized access attempts.
¢ Network Monitoring Software: Monitors network performance and traffic to detect
anomalies and potential security risks.
Using these monitoring tools helps maintain system security and reduce vulnerabilities.
4.2 System and network activity logs.

System and network activity logs are records that capture events and actions occurring within
computers, servers, and network devices. These logs help monitor performance, security,
and user activity.

o System logs record operating system events such as startup, shutdown, errors, and
system changes.

¢ Network activity logs track network connections, traffic flow, access attempts, and
communication between devices.

Logs are used to detect security incidents, troubleshoot problems, and audit system usage.
Regular review of system and network logs helps identify unusual behavior, security threats,
and system faults, supporting a secure and reliable IT environment.
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4.3 Security threats and vulnerabilities.

Security threats and vulnerabilities are risks that can harm IT systems, data, and networks if
not properly controlled. Recognizing them early helps prevent security incidents.

e Malware includes viruses, spyware, and trojans that damage systems or steal data.

o Ransomware encrypts data and demands payment to restore access.

o Unauthorized access attempts occur when attackers try to enter systems without
permission.

e Phishing attacks trick users into revealing passwords or sensitive information.

e Suspicious traffic patterns indicate unusual network activity that may signal an
attack.

o Abnormal system activity includes unexpected crashes, slow performance, or
unknown processes.

Identifying these threats and vulnerabilities is essential for maintaining system and network
security.
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Self- Check - 6.4
Short Questions:

1. Question: What are monitoring tools?

Answer:

2. Question: Why are monitoring tools important?

Answer:

3. Question: What are system and network activity logs?

Answer:

4. Question: Why are logs important for security monitoring?

Answer:

5. Question: What are security threats?

Answer:

6. Question: What are vulnerabilities?

Answer:
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Answer Key - 6.4

Short Questions with Answers:

1. Question: What are monitoring tools?

Answer: Monitoring tools are software used to observe system and network activities.

2. Question: Why are monitoring tools important?

Answer: They help detect performance issues and security threats.

3. Question: What are system and network activity logs?

Answer: Logs are records of events and actions occurring in systems and networks.

4. Question: Why are logs important for security monitoring?

Answer: They help identify unusual or suspicious activities.

5. Question: What are security threats?

Answer: Security threats are potential dangers that can harm systems or data.

6. Question: What are vulnerabilities?

Answer: Vulnerabilities are weaknesses that can be exploited by attackers.
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Job Sheet- 6.4

Job Name: Analyze System and Network Activity for Security Threats.

Working Procedure/Steps:

1. Understand Monitoring Tools

o Define the types of tools used for system and network monitoring (e.g., IDS, IPS,
network analyzers).
o Choose and configure the appropriate tools to capture relevant data from critical
systems, servers, and network devices.
o Familiarize with the tool interfaces and ensure they are correctly monitoring
system and network activity.
2. Review System and Network Activity Logs

o Understand the importance of system and network activity logs for tracking usage,
performance, and security events.
o Access and analyze system logs (e.g., event logs, server logs) and network
device logs (e.g., firewall, router logs).
o Identify unusual or suspicious patterns in logs that could indicate security issues,
such as unauthorized access attempts or abnormal traffic.
3. ldentify Security Threats and Vulnerabilities

o Recognize common security threats (e.g., malware, ransomware, data breaches)
by analyzing the patterns and anomalies in logs.
o Utilize monitoring tools to detect vulnerabilities in the network or system (e.g.,
open ports, unpatched systems).
o Correlate activity patterns with known threat intelligence or indicators of
compromise (I0Cs).
4. Respond to Detected Threats

o Follow the incident response protocols to mitigate identified threats, such as
isolating affected systems or blocking malicious traffic.
o Investigate the root cause of the threat and take necessary steps to prevent
further compromise.
o Document the threat detection, response actions, and any lessons learned for
improving future monitoring and security practices.
Tools and Materials:

o Tools/Equipment:

o Security monitoring tools (e.g., Wireshark, SolarWinds, Splunk).
o Intrusion detection/prevention systems (IDS/IPS), firewalls, and SIEM platforms
for centralized log analysis.
o Network and system diagnostic tools for identifying abnormal behavior.
o Materials:

o Logs from network devices and systems for analysis.
o Threat detection guides and security vulnerability databases.
o Incident response and security protocol documentation.
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Module-7

Module: Maintain and Troubleshoot Personal Computer &
Laptop

Unit Code: SICIP-ICT-ISS-07-O

Skills for Industry Competitiveness and Innovation Program (SICIP)
Finance Division, Ministry of Finance
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Module-7

Module Title: Maintain and Troubleshooting Personal Computer & Laptop.

Unit Code: SICIP-ICT-ISS-07-O Nominal Hours: 70
Hrs.

Module Descriptions: This module covers the skills, knowledge, and attitudes required to
maintain and troubleshooting personal computer & laptop. It specifically includes the tasks of
inspecting hardware components for faults, cleaning internal and external parts, diagnosing
hardware and software issues, repairing or replacing faulty components, installing updates drivers
and patches, testing systems to ensure functionality and documenting issues and solutions for
future reference.

Learning Outcomes: After completing of this module, the trainee will be able to;

Inspect hardware components for faults.

Clean internal and external parts.

Diagnose hardware and software issues.

Repair or replace faulty components.

Install updates, drivers, and patches.

Test systems to ensure functionality.

Document issues and solutions for future reference.

No ok wWN=

Assessment Criteria:

Tools and equipment for inspection are selected and prepared as required.

Hardware components are examined for physical damage, wear, or malfunction.

Electrical connections, ports, and interfaces are tested to confirm proper operation.

Faults, anomalies, or deviations from specifications are identified and recorded.

Cleaning tools, equipment, and materials are selected and prepared as required.

External parts of hardware and devices are cleaned using approved methods and materials.

Internal components are cleaned carefully to remove dust, debris, and contaminants without

causing damage.

Cleaning activities are performed following safety and manufacturer guidelines.

Faults, damage, or irregularities detected during cleaning are reported to authorized

personnel.

10. Diagnostic tools and software are selected and prepared according to specifications.

11. Hardware components are examined to detect faults, malfunctions, or performance issues.

12. Software systems are analyzed to identify errors, configuration problems, or compatibility
issues.

13. Symptoms of hardware and software problems are documented and recorded.

14. Faults are isolated and prioritized based on severity and impact on operations.

15. Faulty components are isolated and confirmed using diagnostic tools and procedures.

16. Repair methods or replacement parts are selected according to manufacturer specifications.

17. Components are repaired or replaced using approved procedures and tools.

18. Functionality of repaired or replaced components is tested to ensure proper operation.

19. Safety measures are applied throughout the repair or replacement process.

No ok wN=
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20.

21.
22.

23.
24.
25.
26.
27.
28.
29.
30.

31.
32.
33.
34.

Required updates, drivers, and patches are selected according to system type and
compatibility.

Installation tools is used and procedures are followed according to manufacturer guidelines.
Updates, drivers, and patches are applied to operating systems, applications, and hardware
components.

System functionality is verified after installation to ensure successful implementation.
Testing tools and procedures are selected and prepared as required.

System components, hardware, and software are tested according to approved methods.
Functional tests are performed to verify proper operation, performance, and reliability.

Test results are compared against expected outcomes and system specifications.
Corrective actions are applied as instructed for identified issues.

Documentation requirements are identified.

Issues encountered during operations are clearly described and recorded in approved
formats.

Root causes of issues are identified and documented according to diagnostic findings.
Solutions and corrective actions applied are recorded in detail for future use.
Documentation is reviewed and verified to ensure accuracy and completeness.

Records are stored securely and made accessible to authorized personnel.
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Information Sheet- 7.1

Learning Outcome-1: Inspect hardware components for faults.

Learning Objective: After completion of this information sheet, the learners will be able to
explain, define and interpret the following contents.

Contents:

1.1 Tools and equipment for inspection.
1.2 Hardware components.

1.3 Faults, anomalies, or deviations from specifications.

1.1 Tools and equipment for inspection.

Tools and equipment are used to identify faults in hardware components accurately and
safely. Proper use of these tools helps detect electrical, physical, and performance-related

problems.

Multimeter:

Used to measure voltage, current, and
resistance to check power supply and
electrical faults.

Cable Tester:

Checks network and power cables for
continuity, breaks, or incorrect wiring.

Diagnostic Software:

Tests hardware components such as
CPU, RAM, storage, and system health.
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1.2

Thermal Camera:

Detects overheating components by
identifying abnormal heat patterns.

Screwdrivers:

Used to open system units and tighten or
remove hardware components.

Anti-static Equipment:

Includes wrist straps and mats to protect
components from static electricity during
inspection.

Using proper inspection tools ensures accurate fault detection and safe hardware handling.

Hardware components.

Hardware components are the physical devices that make up an IT system. Inspecting these

components helps identify faults and ensure proper operation.
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Servers:

High-performance computers used to
manage data, applications, and network
services.

Internet

Clients
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Server

Desktops:

Fixed computer systems used for
regular office and operational tasks.

Laptops:

Portable computers used for mobile
and flexible work environments.

Network Devices:

IT Support Service

Modem NIC Repeater Hub

Routers, switches, and access points /
used for network connectivity. (e h B R

Switch Router Bridge Gateway
Storage Devices:

Hard disc DvD CD-ROM
HDDs, SSDs, NAS, and external drives
used to store data. = 1
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Peripherals:

External devices such as keyboards,
mice, monitors, printers, and scanners
that support system use.

Proper inspection of these hardware components helps maintain system reliability and
performance.

1.3 Faults, anomalies, or deviations from specifications.

Faults, anomalies, or deviations from specifications are signs that hardware components are
not functioning as intended. Identifying these issues early helps prevent system failure.

o Physical damage includes cracks, broken parts, or visible wear on hardware
components.

¢ Overheating occurs when components generate excessive heat due to poor
cooling or dust buildup.

o Loose connections result from improperly connected cables or components.

e Corrupted components may cause system errors or failure due to electrical or
physical damage.

o Worn-out parts lose efficiency over time and may stop functioning properly.

¢ Failing storage devices show signs such as slow performance, errors, or data
loss.

Recognizing these faults helps in timely repair or replacement of hardware components.
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Self-Check -7.1

Short Questions:

1. Question: What are tools and equipment for inspection?

Answer:

2. Question: Name one tool used for hardware inspection.

Answer:

3. Question: Why is inspection of hardware components important?

Answer:

4. Question: What are hardware components?

Answer:

5. Question: Give one example of a hardware component.

Answer:

6. Question: What are faults in hardware components?

Answer:

7. Question: What are anomalies in hardware inspection?

Answer:
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Answer Key - 7.1

Short Questions with Answers:

1. Question: What are tools and equipment for inspection?
Answer: They are tools used to check the condition and performance of hardware

components.

2. Question: Name one tool used for hardware inspection.

Answer: Multimeter or diagnostic software.

3. Question: Why is inspection of hardware components important?

Answer: It helps identify problems before system failure occurs.

4. Question: What are hardware components?

Answer: Hardware components are the physical parts of a computer system.

5. Question: Give one example of a hardware component.

Answer: Hard disk, RAM, or power supply.

6. Question: What are faults in hardware components?

Answer: Faults are defects or failures that prevent proper operation.

7. Question: What are anomalies in hardware inspection?

Answer: Anomalies are unusual behaviors or conditions outside normal operation.
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Job Sheet - 7.1

Job Name: Diagnose Hardware Components for Faults.
Working Procedure/Steps:

1. ldentify Tools and Equipment for Inspection

o Understand the different tools and equipment used to inspect and test hardware
components (e.g., multimeters, diagnostic software, screwdrivers).
o Use diagnostic tools to check the functionality of individual components (e.g.,
RAM, CPU, motherboard, storage devices).
o Select and use appropriate tools based on the type of hardware being inspected.
2. Inspect Hardware Components

o ldentify key hardware components that require inspection, such as the
motherboard, CPU, memory, storage drives, power supply, and cooling systems.
o Physically inspect components for signs of damage, wear, or improper
connections (e.g., damaged capacitors, overheating, loose connections).
o Check component specifications and ensure that they meet the system’s
requirements (e.g., CPU speed, RAM size, disk capacity).
3. Identify Faults, Anomalies, or Deviations from Specifications

o Use tools to check for faulty or malfunctioning components, such as unresponsive
hardware, system crashes, or slow performance.

o ldentify any anomalies, such as mismatched or outdated components,
temperature inconsistencies, or irregular power supply behavior.

o Compare each component’s current state against the manufacturer’s
specifications to identify deviations (e.g., insufficient power supply, faulty cooling
fans).

4. Document Findings and Recommend Solutions

o Record any faults, anomalies, or deviations discovered during the inspection

process.
o Provide a report that outlines the issues and suggests possible solutions, such as
replacing faulty components, updating drivers, or improving cooling.
o Recommend preventive measures to avoid future hardware failures.
Tools and Materials:

e Tools/Equipment:

o Diagnostic tools (e.g., multimeters, power supply testers, diagnostic software like

MemTest86).
o Basic tools for physical inspection (e.g., screwdrivers, thermal paste, cleaning

tools).
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Information Sheet- 7.2

Learning Outcome-2: Clean internal and external parts.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

2.1 Cleaning tools, equipment, and materials.

2.2 External parts of hardware and devices

2.3 Approved methods and materials.

24 Following safety and manufacturer guidelines.

2.1 Cleaning tools, equipment, and materials.

Cleaning tools, equipment, and materials are used to remove dust, dirt, and contaminants
from hardware components without causing damage.

Microfiber cloths:

Used to clean screens and surfaces without
scratching.

Soft brushes:

Remove dust from delicate components and
tight spaces.

Compressed air:

Blows out dust from fans, vents, and
internal parts.

GADGETFX
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Vacuum cleaners:

Used carefully to remove loose dust from
equipment areas.

Isopropyl alcohol:

91%
Cleans connectors and components safely Jopropyl

o
and dries quickly.

Cleaning wipes:

N

AR

Used for quick surface cleaning and
sanitation.

Anti-static tools:

Prevent static electricity damage during
cleaning.

Proper use of cleaning tools helps maintain hardware performance and longevity.
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2.2

2.3

Approved methods and materials.

Approved methods and materials are used to clean hardware components safely without
causing damage or static discharge. These methods help maintain performance and extend
equipment life.

Dry wiping:

Uses microfiber cloths to remove dust from screens and surfaces without moisture.
Wet wiping:

Uses approved cleaning wipes or isopropyl alcohol for removing stains, grease, or
marks.
Compressed air dust removal:

Blows dust out of fans, vents, and internal components without direct contact.
Anti-static cleaning:

Uses anti-static tools and materials to prevent electrostatic damage while cleaning
sensitive components.

Following approved methods ensures safe and effective hardware maintenance.

Following safety and manufacturer guidelines.

Following safety and manufacturer guidelines is essential to protect personnel and
hardware during inspection and cleaning tasks. These guidelines help prevent injury,
equipment damage, and system failure.

e Wear appropriate PPE such as gloves, safety goggles, and an anti-static wrist strap
before starting work.

o Power off the equipment and unplug it from the power source.

e Allow the equipment to cool down before handling internal components.

e Ensure proper ventilation in the work area to avoid heat and dust buildup.

e Use approved cleaning chemicals only and follow manufacturer instructions.

¢ Avoid direct contact with chemicals and prevent spills on components.

e Dispose of cleaning materials safely after use.
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Self-Check — 7.2
Short Questions:

1. Question: What are cleaning tools, equipment, and materials?

Answer:

2. Question: Name one common cleaning tool used for IT hardware.

Answer:

3. Question: Why should external parts of hardware and devices be cleaned?

Answer:

4. Question: Give one example of an external hardware part.

Answer:

5. Question: What are approved cleaning methods and materials?

Answer:

6. Question: Why should only approved methods be used?

Answer:
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Answer Key - 7.2

Short Questions with Answers:

1. Question: What are cleaning tools, equipment, and materials?

Answer: They are items used to clean hardware devices safely and effectively.

2. Question: Name one common cleaning tool used for IT hardware.

Answer: Soft brush or microfiber cloth.

3. Question: Why should external parts of hardware and devices be cleaned?

Answer: To remove dust and dirt and ensure proper operation.

4. Question: Give one example of an external hardware part.

Answer: Keyboard, mouse, or monitor.

5. Question: What are approved cleaning methods and materials?

Answer: Safe techniques and materials recommended for hardware cleaning.

6. Question: Why should only approved methods be used?

Answer: To prevent damage to hardware components.

189
IT Support Service



Job Sheet- 7.2

Job Name: Clean and Maintain Internal and External Hardware Components.

Working Procedure/Steps:
1. ldentify Cleaning Tools, Equipment, and Materials

o Use appropriate cleaning materials (e.g., isopropyl alcohol, cleaning wipes) that
are safe for electronics.
o Select tools designed for cleaning delicate parts, such as screens, keyboards, or
optical drives.
2. Clean External Parts of Hardware and Devices

o Clean external components such as the computer case, keyboard, monitor,
mouse, and power cables.
o Use compressed air to remove dust and debris from vents, cooling fans, and ports
without damaging sensitive components.
3. Use Approved Methods and Materials

o Follow manufacturer-recommended methods for cleaning each device to avoid
damage.
o Use lint-free cloths and avoid abrasive materials to prevent scratches on hardware
surfaces.
4. Follow Safety and Manufacturer Guidelines

o Ensure that the device is powered off and unplugged before cleaning internal
parts to avoid electrical hazards.
o Follow manufacturer guidelines regarding cleaning and maintenance to ensure
warranty compliance and avoid voiding support.
o Use anti-static wristbands or mats when cleaning internal components to prevent
static discharge from damaging the device.
5. Clean Internal Parts of Hardware

o Open the device carefully (e.g., computer case) to access internal components
like the motherboard, CPU, RAM, and power supply.
o Use compressed air to remove dust from internal components, including heat
sinks and fans.
o Clean connectors and ports using appropriate cleaning tools, ensuring no liquid is
introduced to sensitive components.
Tools and Materials:

e Tools/Equipment:

Compressed air cans or air blowers for cleaning dust from internal components.
Microfiber cloths, soft brushes, and lint-free wipes for external cleaning.
Anti-static wristband or mat for working on internal components.

Isopropyl alcohol (preferably 90% or higher) for cleaning circuit boards and
contacts.

o Materials:

o O O O

o Manufacturer’s cleaning and maintenance guidelines for specific devices.
o Cleaning wipes, alcohol pads, and soft cloths designed for electronics.
Gloves to avoid leaving fingerprints or oils on sensitive components.
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Information Sheet- 7.3

Learning Outcome-3: Diagnose hardware and software issues.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

3.1 Diagnostic tools and software.
3.2 Software systems.
3.3 Symptoms of hardware and software problems.

3.1 Diagnostic tools and software.

Diagnostic tools and software are used to identify, analyze, and confirm hardware and
software problems accurately. These tools help reduce troubleshooting time and ensure
correct solutions.

Multimeters

Used to measure voltage, current, and
resistance to identify power and
electrical faults.

Cable Testers

Check network and power cables for
continuity, breaks, or wiring errors.

System Monitoring Software

Monitors CPU, memory, disk, and
network performance to detect
abnormal behavior.
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Event Log Analyzers By =

Analyze system and application logs 8
to identify errors, warnings, and
system failures. 3
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Functions of Operating System

Built-in OS Diagnostics

Operating system tools used to check
hardware health, disk errors, memory
issues, and system status.

Third-Party Diagnostic Utilities

Specialized tools used for advanced
testing of hardware components and
software performance.

Using appropriate diagnostic tools ensures effective and reliable problem identification.
3.2 Software systems.

Software systems are programs that control hardware operation and support user tasks.
Proper functioning of software systems is essential for stable and secure IT operations.

Operating systems

Manage hardware resources and provide the platform for running applications.
Application software

Used by users to perform specific tasks such as office work, communication, and
support services.
Drivers

Allow the operating system to communicate with hardware devices.
Firmware
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Controls basic functions of hardware devices and is stored directly on the device.
Network management software
Monitors, configures, and manages network devices and network performance.

Understanding software systems helps diagnose and resolve hardware and software
issues effectively.

3.3 Symptoms of hardware and software problems.

Symptoms of hardware and software problems are signs that indicate a system is not working
properly. Identifying these symptoms helps diagnose issues quickly and accurately.

Common symptoms include slow system performance, frequent system crashes, and error
messages. Hardware problems may cause unusual noises, overheating, or failure to start.

Software problems may result in application crashes, freezing, or compatibility issues.
Network-related symptoms include connectivity loss, slow internet, or inability to access

services.

Recognizing these symptoms is essential for effective troubleshooting and system recovery.
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Self-Check- 7.3

Short Questions:

1. Question: What are diagnostic tools and software?

Answer:

2. Question: Give one example of a diagnostic tool.

Answer:

3. Question: What are software systems?

Answer:

4. Question: Why is diagnosing software systems important?

Answer:

5. Question: What are symptoms of hardware problems?

Answer:

6. Question: What are symptoms of software problems?

Answer:
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Answer Key — 7.3

Short Questions with Answers:

1. Question: What are diagnostic tools and software?
Answer: Diagnostic tools and software are used to identify problems in hardware and

software systems.

2. Question: Give one example of a diagnostic tool.

Answer: Hardware diagnostic software or system monitoring tools.

3. Question: What are software systems?
Answer: Software systems are operating systems and applications that control computer

functions.

4. Question: Why is diagnosing software systems important?

Answer: It helps identify errors that affect system performance.

5. Question: What are symptoms of hardware problems?

Answer: Unusual noise, overheating, or system not powering on.

6. Question: What are symptoms of software problems?

Answer: System crashes, error messages, or slow performance.
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Job Sheet-7.3

Job Name: Perform Hardware and Software Diagnostics.

Working Procedure/Steps:
1. Understand Diagnostic Tools and Software

o Define the purpose and function of diagnostic tools for both hardware (e.g., hard
drives, RAM, CPU) and software systems (e.g., OS performance, applications).
o Familiarize with the installation, configuration, and usage of tools such as
MemTest86, CrystalDiskiInfo, or system performance monitors like Windows Task
Manager.
2. Diagnose Software Systems

o Identify common software problems, such as slow performance, application
crashes, or operating system errors.
o Use diagnostic tools to check for issues like corrupted files, outdated software, or
conflicts between applications.
o Address software issues by updating, reinstalling, or restoring affected software
components.
3. ldentify Symptoms of Hardware and Software Problems

o Recognize hardware failure symptoms, including system crashes, overheating,
unresponsive hardware, or device malfunctions.
o ldentify software symptoms, such as system slowdowns, error messages, or
application freezes, which might indicate deeper system issues.
o Apply diagnostic techniques to trace symptoms back to specific hardware or
software problems.
4. Perform Troubleshooting and Repair Steps

o For hardware issues, run diagnostic tests to check the health of components like
memory, hard drives, and GPUs.
o For software issues, examine system logs, conduct malware scans, and perform
operating system or application repairs as needed.
o Document all findings and actions taken during the diagnosis and resolution
process.
Tools and Materials:

¢ Tools/Equipment:

o Diagnostic software tools (e.g., MemTest86, CrystalDiskinfo, Windows Memory
Diagnostic, Malwarebytes).

o System and performance monitoring tools (e.g., Task Manager, Resource Monitor,
Event Viewer).

o Hardware testing tools (e.g., POST card, multimeter for voltage checks).

o Materials:

o Diagnostic reports and system logs.
o Guides or manuals for interpreting hardware/software test results.
Software updates or patches for fixing identified issues.
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Information Sheet- 7.4

Learning Outcome-4: Repair or replace faulty components.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:
4.1 Faulty components.
4.2 Repair methods or replacement parts.
4.3 Safety measures.
41 Faulty components.
Faulty components are hardware parts that do not function correctly and affect system
performance or operation. Identifying these components is essential before repair or
replacement.
o Motherboards: May fail due to electrical damage, overheating, or physical defects.
o CPUs: Can malfunction because of overheating, improper installation, or power
issues.
¢ RAM: Faulty memory may cause system crashes, errors, or failure to boot.
¢ Hard drives / SSDs: Failing storage devices may show slow performance, data
errors, or data loss.
e Power supplies: Faulty PSUs can cause system shutdowns or failure to power on.
o Network cards: May cause network connectivity problems or slow data transfer.
o Peripheral devices: Devices like keyboards, mice, or scanners may stop
responding or malfunction.
e Printers: Common faults include paper jams, connection issues, or print errors.
¢ Monitors: Faults may include no display, flickering, or distorted images.
Proper identification of faulty components ensures effective repair or replacement.
4.2 Repair methods or replacement parts.

Repair methods and replacement actions are used to restore faulty hardware and software
components to proper working condition. The correct method depends on the type and
severity of the fault.

e Soldering: Used to repair broken or loose connections on circuit boards.

¢ Firmware updates: Applied to fix bugs, improve compatibility, and restore proper
device operation.

e Component calibration: Adjusts hardware components to meet required

performance specifications.
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¢ Cleaning contacts: Removes dust or corrosion from connectors to restore proper
electrical contact.

o Software reinstallation: Used to fix corrupted or malfunctioning software
components.

¢ Configuration correction: Fixes incorrect system or network settings that cause

hardware or software issues.

Using appropriate repair or replacement methods ensures reliable system operation.

4.3 Safety measures.

Safety measures are essential when repairing or replacing faulty hardware components to
protect both personnel and equipment.

Before starting any repair work, systems must be powered off and unplugged to prevent
electrical hazards. Anti-static precautions such as using wrist straps and anti-static mats are
required to protect sensitive components.

Proper tools should be used according to manufacturer guidelines to avoid damage.
Personal Protective Equipment (PPE) like gloves and safety goggles should be worn when
necessary.

Work should be carried out in a clean, well-ventilated environment. Following safety
procedures ensures safe handling, reduces risk of injury, and prevents further damage to
components.
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Self- Check -7.4
Short Questions:

1. Question: What are faulty components?

Answer:

2. Question: Name one sign of a faulty component.

Answer:

3. Question: What are repair methods?

Answer:

4. Question: When should a component be replaced instead of repaired?

Answer:

5. Question: What are replacement parts?

Answer:

6. Question: Why are safety measures important during repair?

Answer:
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Answer Key - 7.4

Short Questions with Answers:

1. Question: What are faulty components?

Answer: Faulty components are hardware parts that do not work correctly.

2. Question: Name one sign of a faulty component.

Answer: System not starting or frequent shutdowns.

3. Question: What are repair methods?

Answer: Repair methods are techniques used to fix faulty components.

4. Question: When should a component be replaced instead of repaired?

Answer: When it is severely damaged or not repairable.

5. Question: What are replacement parts?

Answer: Replacement parts are new components used to replace faulty ones.

6. Question: Why are safety measures important during repair?

Answer: They prevent injury and protect equipment.
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Job Sheet -7.4

Job Name: Troubleshoot and Repair Faulty Hardware Components.
Working Procedure/Steps:

1. ldentify Faulty Components

o Use diagnostic tools (e.g., memtest, SMART data analysis for hard drives) to
pinpoint faulty components.
o Identify specific hardware components that need to be repaired or replaced, such
as the motherboard, CPU, RAM, hard drives, or power supply.
2. Determine Repair Methods or Replacement Parts

o Decide if the faulty component can be repaired (e.g., reflowing a motherboard,
replacing a faulty capacitor) or if it needs to be replaced entirely.
o Ensure that replacement components are compatible with the existing hardware
and system requirements.
3. Follow Safety Measures

o Ensure the system is powered off and unplugged before starting any repair or
replacement work.
o Use an anti-static wristband to prevent static discharge from damaging sensitive
components.
o Use tools properly (e.g., screwdrivers, pliers) to avoid damaging components or
causing physical injury.
4. Perform the Repair or Replacement

o For replacements, carefully remove the faulty component and replace it with the
new part, ensuring proper seating, connections, and alignment.
o After replacement, reconnect the system and power it on to test the new or
repaired component.
5. Test the System After Repair or Replacement

o Verify that the system boots up properly and all components are functioning as
expected.
o Run diagnostic tests to ensure the repaired or replaced components are working
correctly and that no new issues arise.
o Check the system for improved performance or resolution of the issue that led to
the repair/replacement.
Tools and Materials:

e Tools/Equipment:

o Screwdrivers, pliers, and anti-static tools for safely working with hardware.
o Diagnostic tools (e.g., memory testers, hard drive health checkers).
Replacement parts (e.g., RAM, motherboard, CPU, power supply).

o Materials:

o Manufacturer's repair manuals or guides for specific hardware components.
Replacement part documentation to ensure compatibility.
Safety guidelines for working with electronic components.
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Information Sheet- 7.5

Learning Outcome-5: Install updates, drivers, and patches.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

5.1
5.2
5.3

1.1

1.2

Required updates, drivers, and patches.
Installation tools.
System functionality.

Required updates, drivers, and patches.

Required updates, drivers, and patches are essential to keep systems secure, stable, and
compatible with hardware and software.

¢ Operating system updates: Improve system stability, performance, and overall
security.

o Application updates: Fix software bugs, add new features, and improve
compatibility.

¢ Firmware updates: Update internal device software to enhance hardware
functionality and reliability.

e Security patches: Close security vulnerabilities and protect systems from cyber
threats.

e Driver updates: Ensure proper communication between hardware components
and the operating system.

Installing required updates, drivers, and patches helps maintain reliable system operation
and reduces security risks.

Installation tools.

Installation tools are used to install, update, and manage operating systems, drivers,
firmware, and patches safely and correctly.

e OS update utilities: Built-in tools used to download and install operating system
updates and security patches.

e Device Manager: Used to install, update, enable, or troubleshoot hardware
drivers.

e Vendor-provided installation packages: Official setup files provided by
hardware or software manufacturers for correct installation.

¢ Command-line tools: Used to install updates, drivers, and patches using text-
based commands for advanced control.

e Patch management software: Used in organizations to centrally manage,
deploy, and track updates across multiple systems.
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1.3 System functionality

System functionality refers to the correct and expected operation of a computer system
after updates, drivers, and patches are installed. It confirms that hardware, software, and
network services are working properly.

Proper system functionality includes stable system startup, smooth application
performance, correct hardware operation, and reliable network connectivity. Security
features such as antivirus and firewall must also function correctly.

Checking system functionality ensures that updates and changes have not caused errors
and that the system is ready for normal use.
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Self- Check -7.5
Short Questions:

1. Question: What are required updates, drivers, and patches?

Answer:

2. Question: Why are system updates and patches important?

Answer:

3. Question: What are drivers used for?

Answer:

4. Question: What are installation tools?

Answer:

5. Question: Give one example of an installation tool.

Answer:

6. Question: Why should correct installation tools be used?

Answer:
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Answer Key — 7.5

Short Questions with Answers:

1. Question: What are required updates, drivers, and patches?
Answer: They are software updates used to fix problems, improve performance, and

support hardware.

2. Question: Why are system updates and patches important?

Answer: They improve security, stability, and system performance.

3. Question: What are drivers used for?

Answer: Drivers allow the operating system to communicate with hardware devices.

4. Question: What are installation tools?

Answer: Installation tools are utilities used to install updates, drivers, and patches.

5. Question: Give one example of an installation tool.

Answer: Device Manager or system update utility.

6. Question: Why should correct installation tools be used?

Answer: To ensure proper and error-free installation.
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Job Sheet- 7.5

Job Name: Install System Updates, Drivers, and Patches.

Working Procedure/Steps:

1. ldentify Required Updates, Drivers, and Patches

o Identify the necessary updates for the operating system, software applications,
and drivers.
o Check for missing or outdated drivers for hardware devices and software to
ensure compatibility with the latest system versions.
2. Use Installation Tools

o Use system tools (e.g., Windows Update, macOS Software Update, Linux
package managers) to install operating system and software updates.
o Use third-party utilities or device management software (e.g., Driver Booster, Intel
Driver & Support Assistant) for automatic detection and installation of missing or
outdated drivers.
3. Install System Updates, Drivers, and Patches

o Apply operating system updates to improve system security, performance, and
stability.
o Install necessary drivers for new hardware devices to ensure they function
correctly with the operating system.
o Install patches for software applications to fix bugs and improve functionality.
4. Verify System Functionality

o Test the functionality of newly updated drivers and applications to ensure that all
components are working correctly.
o Monitor the system for any issues related to the updates, such as system
slowdowns or crashes, and resolve them as needed.
5. Perform Post-Installation Checks

o Check device manager or equivalent tools for any errors related to installed
drivers.
o Ensure all software and hardware are properly configured and there are no
compatibility issues.
o Document any problems or additional updates required after the installation
process.
Tools and Materials:

o Tools/Equipment:

Update utilities (e.g., Windows Update, macOS Software Update).
Driver installation tools (e.g., Device Manager, third-party tools like Driver
Booster).
o Disk space management tools (e.g., Disk Cleanup, CCleaner).
o Materials:

o Operating system and software update logs.
o Driver installation guides for hardware components.
o Patch release notes for software and security updates.
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Information Sheet - 7.6

Learning Outcome-6: Test systems to ensure functionality.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:

6.1 Testing tools and procedures.
6.2 Functional tests.

6.3 Expected outcomes

6.4 Corrective actions.

6.1 Testing tools and procedures.

Testing tools and procedures are used to verify that systems work correctly after
installation, repair, or updates. They help ensure reliability, performance, and user
satisfaction.

Testing Tools

o Diagnostic software checks hardware and software health and detects errors.

¢ System monitoring tools observe CPU, memory, disk, and network usage in real
time.

o Stress testing utilities test system stability under heavy workload conditions.

¢ Built-in OS test features provide basic system and hardware testing options.

¢ Performance benchmarking tools measure system performance and compare
results.

Testing Procedures

¢ Functional testing verifies that system features and applications work as
expected.

¢ Performance testing checks system speed, responsiveness, and resource
usage.

e Connectivity testing ensures network and internet connections function correctly.

o User acceptance testing confirms the system meets user requirements.

¢ Load and stress testing evaluates system behavior under high usage conditions.

Using appropriate testing tools and procedures ensures stable and reliable system
operation.
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6.2

6.3

6.4

Functional tests.

Functional tests are performed to confirm that a system, application, or device works as
expected after installation, repair, or updates. These tests focus on what the system does,
not how it is built.

Functional testing checks whether the operating system starts properly, applications open
and run correctly, and hardware devices such as keyboard, mouse, printer, and network
interfaces function as intended.

User actions such as login, file access, printing, and internet connectivity are also tested.
Any errors or unexpected behavior are noted and corrected.

Functional tests ensure the system is usable, reliable, and ready for normal user operation.
Expected outcomes

Expected outcomes describe the results that should be achieved after testing, installation,
repair, or system updates. These outcomes confirm that the system is ready for use.

e System stability: The system runs smoothly without crashes, errors, or
unexpected shutdowns.

e Correct functionality: All hardware, software, and network components work as
intended.

e Compliance with specifications: The system meets technical, performance, and
security requirements.

e Successful integration: All components and applications work together properly
within the existing IT environment.

Corrective actions.

Corrective actions are the steps taken to fix problems identified during testing, monitoring,
or system operation. These actions ensure systems return to proper working condition.

Corrective actions may include repairing or replacing faulty hardware, reinstalling or
updating software, and correcting configuration errors. Security issues are resolved by
applying patches, updating antivirus, or adjusting firewall rules.

After corrective actions are applied, systems are tested again to confirm the problem is

resolved. Proper documentation of corrective actions helps prevent future issues and
supports continuous improvement in IT support services.
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Self- Check - 7.6
Short Questions:

1. Question: What are testing tools and procedures?

Answer:

2. Question: Why are testing procedures important?

Answer:

3. Question: What are functional tests?

Answer:

4. Question: Give one example of a functional test.

Answer:

5. Question: What are expected outcomes in testing?

Answer:

6. Question: Why are expected outcomes important?

Answer:

7. Question: What are corrective actions?

Answer:

8. Question: Give one example of a corrective action.

Answer:
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Answer Key — 7.6

Short Questions with Answers:

1. Question: What are testing tools and procedures?

Answer: They are tools and steps used to check whether a system works correctly.

2. Question: Why are testing procedures important?

Answer: They ensure problems are identified before system use.

3. Question: What are functional tests?

Answer: Functional tests check whether system functions operate as expected.

4. Question: Give one example of a functional test.

Answer: Checking if a printer prints correctly.

5. Question: What are expected outcomes in testing?

Answer: Expected outcomes are the results that indicate correct system performance.

6. Question: Why are expected outcomes important?

Answer: They help determine whether the system passes or fails the test.

7. Question: What are corrective actions?

Answer: Corrective actions are steps taken to fix identified problems.

8. Question: Give one example of a corrective action.

Answer: Reinstalling drivers or adjusting system settings.
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Job Sheet- 7.6

Job Name: Perform System Functionality Testing.

Working Procedure/Steps:

1. Identify Testing Tools and Procedures

o Define the various testing tools used to assess system performance and
functionality (e.g., stress testing tools, benchmarking tools, diagnostic software).

o Identify and apply standard testing procedures to evaluate system health,
including CPU, memory, storage, and network performance.

o Use software tools like Sysinternals, AIDA64, or custom scripts for automated
testing where applicable.

2. Conduct Functional Tests

o Perform functional tests on various system components, such as verifying the
performance of applications, file access speeds, system boot time, and network
connectivity.

o Test critical system functions such as system startup, software installation, user
logins, and peripheral device functionality (e.g., printer, USB devices).

o Run comprehensive tests, such as stress tests or load tests, to check how the
system behaves under heavy workloads or high traffic.

3. Evaluate Expected Outcomes

o Compare the test results with expected outcomes (e.g., benchmark performance,
specific software behavior, or network speed).

o Ensure that all system functions operate according to specifications, including
hardware components and software applications.

o Identify performance deviations or issues, such as slower than expected response
times, software crashes, or hardware malfunctions.

4. Implement Corrective Actions

o If the system fails to meet the expected outcomes, document the issues and
perform troubleshooting steps.

o Implement corrective actions, such as updating drivers, reinstalling software,
adjusting system settings, or replacing faulty hardware components.

o Re-test the system after corrective actions to ensure that the issues have been
resolved and that functionality is restored.

Tools and Materials:
e Tools/Equipment:

System diagnostic tools (e.g., CPU-Z, CrystalDiskinfo, MemTest86).
Stress testing tools (e.g., Prime95, FurMark).
Performance benchmarking software (e.g., 3DMark, Geekbench).
o Network testing tools (e.g., iPerf, Wireshark).
o Materials:

o O O

o Testing protocols and standard operating procedures (SOPs).
o User manuals for hardware and software for reference during testing.
o Documentation for tracking test results and corrective actions.
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Information Sheet- 7.7

Learning Outcome-7: Document issues and solutions for future reference.

Learning Objective: After completion of this information sheet, the learners will be able to explain,
define and interpret the following contents.

Contents:
7.1 Issues encountered during operations.
7.2 Root causes of issues.
7.3 Solutions.
7.4 Documentation.
7.1 Issues encountered during operations.
Issues encountered during operations are problems that occur while IT systems are in
regular use. These issues can affect system availability, security, and performance.
e Hardware failures may cause systems or devices to stop working or behave
abnormally.
e Software errors can result in crashes, freezes, or incorrect operation of
applications.
e Configuration conflicts occur when system or network settings interfere with
normal operation.
¢ Network downtime disrupts connectivity and access to services.
e Security breaches expose systems and data to unauthorized access or attacks.
e Performance degradation causes systems to slow down and reduce productivity.
7.2 Root causes of issues.

Root causes of issues are the underlying reasons why operational problems occur in IT
systems. Identifying root causes helps prevent repeated failures.

Common root causes include outdated or faulty hardware, incorrect system or network
configuration, and unpatched software. Poor power supply, overheating, or lack of regular
maintenance can also lead to issues.

Human errors such as incorrect settings or improper use of systems contribute to many
problems. Security threats like malware, phishing, or unauthorized access are additional root

causes.

Understanding root causes allows IT support personnel to apply effective and long-term
solutions.
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7.3 Solutions.

Solutions are actions taken to resolve operational issues and restore normal system
functionality.

e Component repair or replacement is performed when hardware parts are faulty or
damaged.

o Software patching fixes bugs and security vulnerabilities in applications and
operating systems.

¢ Configuration adjustments correct incorrect system or network settings.

e System updates improve stability, performance, and compatibility.

e Security fixes address malware, unauthorized access, and other security threats.

Applying appropriate solutions ensures reliable and secure IT operations.
7.4 Documentation.

Documentation is the process of recording IT issues, actions taken, and outcomes to support
effective system management and future problem resolution.

¢ Incident reports: Record details of system failures, security incidents, or service
disruptions.

¢ Troubleshooting logs: Document step-by-step actions taken to identify and
resolve issues.

e Service tickets: Track user requests, reported problems, and support progress.

o Knowledge base entries: Store solutions, best practices, and frequently asked
questions for future reference.

¢ Maintenance records: Keep a history of repairs, updates, and routine
maintenance activities.

Proper documentation improves efficiency, accountability, and quality of IT support services.
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Self- Check - 7.7
Short Questions:

1. Question: What are issues encountered during operations?

Answer:

2. Question: Give one example of an operational issue.

Answer:

3. Question: What is a root cause of an issue?

Answer:

4. Question: Why is identifying the root cause important?

Answer:

5. Question: What are solutions in IT operations?

Answer:

6. Question: Give one example of a solution.

Answer:

7. Question: What is documentation in IT operations?

Answer:

8. Question: Why is documentation important?

Answer:
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Answer Key - 7.7

Short Questions with Answers:

1. Question: What are issues encountered during operations?

Answer: They are problems that occur while using or running a system.

2. Question: Give one example of an operational issue.

Answer: System crash or network disconnection.

3. Question: What is a root cause of an issue?

Answer: The root cause is the main reason why a problem occurs.

4. Question: Why is identifying the root cause important?

Answer: It helps apply the correct solution and prevent recurrence.

5. Question: What are solutions in IT operations?

Answer: Solutions are actions taken to resolve identified issues.

6. Question: Give one example of a solution.

Answer: Updating software or replacing faulty hardware.

7. Question: What is documentation in IT operations?

Answer: Documentation is the written record of issues, actions, and outcomes.

8. Question: Why is documentation important?

Answer: It helps future troubleshooting and knowledge sharing.
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Job Sheet- 7.7

Job Name: Document and Resolve System Issues for Future Reference.
Working Procedure/Steps:

1. ldentify Issues Encountered During Operations

o Record any problems encountered during system operations, including software
failures, hardware malfunctions, slow system performance, or security breaches.
o Monitor and track recurring issues, noting the symptoms and impact on the overall
system functionality.
o Use logs, error messages, and system behavior to identify and document the
nature of the issue.
2. Determine the Root Causes of Issues

o Investigate the underlying causes of identified issues by reviewing system
configurations, logs, and previous incidents.
o Use diagnostic tools (e.g., system performance monitoring, error logs, network
analyzers) to analyze the root cause.
o ldentify whether the issue is related to hardware failure, software bugs,
configuration errors, or external factors (e.g., network interruptions, power surges).
3. Develop and Implement Solutions

o Based on the root cause analysis, implement the appropriate solution to resolve
the issue.
o Solutions may involve updating software, reconfiguring system settings, replacing
faulty hardware, or restoring from backup.
o Ensure the solution addresses both the immediate issue and any potential
underlying problems that could cause similar issues in the future.
4. Document the Issues and Solutions

o Document each issue encountered, the root cause, the solution applied, and any
follow-up steps required.
o Use a consistent format for documentation (e.g., issue ID, description, date,
cause, solution, status).
o Include any relevant logs, screenshots, or error messages that may help in future
troubleshooting. Store documentation in an accessible location for reference.
5. Create a Knowledge Base for Future Reference

o Organize documentation into a knowledge base or troubleshooting guide for future
reference by team members.

o Ensure the knowledge base is regularly updated with new solutions and insights
gained from resolving issues.

o Share the knowledge base with other team members to enhance team
troubleshooting efficiency and system maintenance.

o Tools/Equipment:

o Diagnostic software tools (e.g., event log viewers, performance monitoring tools).
o Documentation tools (e.g., word processors, spreadsheets, ticketing systems).
o Issue tracking and management software (e.g., Jira, ServiceNow, Trello).
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